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Overview

* Requirements for Electronic Public Records

* Requirements and Guidelines (by format)
— Scanned Documents
— Emaill
— Websites and Databases
— Texts, Social Media and more!

» The Digital Archives
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RCW 40.14 Preservation and
Destruction of Public Records

“Public records include any paper, correspondence, completed
form, bound record book, photograph, film, sound recording,
map, drawing, machine-readable material, compact disc
meeting current industry ISO specifications, or other

document, reqardless of physical form or
characteristics, and including such copies
thereof, that have been made by or received
by any agency of the state of Washington in
connection with the transaction of public
business”
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What is a Public Record?

For retention and disposition two key points:

1. Regardless of format

2. Made or received in connection with the
transaction of public business (Chapter
40.14 RCW)

» For public disclosure, refer to Chapter
42.56 RCW.




Speaking of 42.56

\CW 42.56.100

Protection of Public Records
... to protect public records from damage or

disorganization, Such rules and
regulations shall provide for the fullest
assistance to inquirers and the most timely
possible action on requests for

information
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What are the agency’s obligations regarding
public disclosure with electronic records?

Public Disclosure - Who Can Help?

Tim Ford
Open Government Ombudsman
Office of the Attorney General

http://www.atg.wa.gov/OpenGovernment/Ombudsman.aspx




Records Management Supports
Public Disclosure

« Organizing and knowing what you have
helps you find responsive materials

 Applying disposition reduces the volume to
be searched and reviewed for e-discovery




The RULES apply

* The rules for public records are applicable
regardless of format

» Retention and disposition are also applied
exactly the same — there is no difference

* Records management fundamentals also
apply equally
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POP QUIZ
WHAT IS A RECORD?

You come back to your desk following lunch and your
computer indicates that you have two email messages
waiting for you.

A.) One message is from the assistant director requesting
shared leave for an employee on extended sick leave.

B.) The other message is from your boss, giving you the
agreed-upon timelines and goals for an upcoming project.
Which message is a public record?

oAonly oBonly oBothAandB o Neither AnorB




Preservation of Electronic Records
WAC 434-662-040

Electronic records must be retained in electronic
format and remain usable, searchable,

retrievable and authentic for the length of the
designated retention period.




A couple of important points

Can | print and delete?

NO - Printing and retaining a hard
copy Iis not a substitute for the
electronic version unless approved by
the appropriate records committee.




Why Printing Doesn’t Work

* Metadata associated with “born digital”
records establishes and preserves the
authenticity of the record which is the
evidence of the transaction it documents.

 Printing electronic records (e.g. emails)
preserves the informational content but not
the authenticity of the record.




Archival Digital Records

* Are to be transferred just like any paper
based archival designated records

» Accession to the digital archives is for
“born digital” or digitized records, we do
not convert any paper based records

(exception is work done through local records grant program)




s enate '4;,%' _'—f;?% )
Sec mg— of State

“Electronic Records”

Born Digital vs. Digitization
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What is a “Born Digital” Record?

» Regardless of how it was created:

— If the transaction or evidence of public
business occurs in paper then the paper
record needs to be retained.

— If the transaction or evidence of public
business occurs electronically then the
electronic record needs to be retained.

Washington State Archives wwmenting Lrmaoczacy
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What is “Born Digital™? #1

— Minutes are drafted using Microsoft Word and
then printed.

— Chair signs the printed minutes at the next
meeting.

— Transaction of public business occurs in
paper so the signed paper minutes need to be
retained.

Washington State Archives Qwwmenting Lrmaczacy
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What is “Born Digital™? #2

— Agendas are drafted using Microsoft Word.

— Agendas are distributed to Committee
members via email with the Word attachment.

— Transaction of public business occurs
electronically so the email and attachments
need to be retained.

Washington State Archives Qwwmenting Lrmaczacy
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What is “Born Digital”? #3

— Confirmation/certificate of training attendance
are submitted in hard copy to an agency for
use.

— Information entered into database.

— Transaction of public business occurs in
paper so the submitted hardcopy records
need to be retained.

Washington State Archives Qwwmenting Lrmaczacy




Digitized Records
Can | Scan and Toss?

“Conversion to an imaging system does
not automatically authorize the destruction
of the source documents for which images
have been created.”

WAC 434-663-600

Washington State Archives wwmwenting Lrmaoczacy




Déstructlon After Digitization
(DAD)

CHANGES TO THE PROCESS
COMING SOON

STAY TUNED!

http://www.sos.wa.gov/archives/RecordsManagement/
DestructionAfterDigitization.aspx




COMING EARLY 2012

Washington State Archives is developing
standards to grant authority to agencies to
destroy paper based documents after
scanning PROVIDED agencies
digitize/scan in accordance to published
state standards




Agenmes will need to address:

Developing consistent policies/procedures for imaging
iIncluding densities and format

Preservation measures to ensure access, retrieval,
and authenticity of records for the full minimum
required retention period

Indexing / metadata standards
Storage issues and migration strategies

How to apply records management and
retention/disposition best practices to resulting
Images







POP QUIZ
WHAT IS A RECORD?

Your agency has a pdf brochure regarding
children’s support services and it is

posted on the website for the public to
download.

Is this a public record?

0 Yes 0 No
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S0 where do you start?

* First thing - establish agency records

management policies & procedures
— Requires executive buy-in and input from legal
— Identifies roles and responsibilities
— Should address appropriate use
— Include records management fundamentals

* Need user and IT support
* Training and education are essential

 Periodic compliance checks are crucial
— Automatic deletion is not recommended!
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Why not just keep it all?
Consider this:

 Think needle in a haystack.. less hay, easier to find the
needle - less costs for discovery and disclosure

* Yeah, storage is cheap, litigation is NOT

 Other associated costs:
— Additional space needed (equipment and facility)
— Additional maintenance and staffing needed

— Additional upgrades, increased migration & recopying, disaster
planning

— Additional long-term sustainability issues




Goal

Successful organization and control is a
win—win situation

« Agency benefits in lower costs and more
efficient operations

 Employees benefit with better access and
iIncreased productivity

* Public benefits with transparency and prompt
responses to any requests




A winning strategy for
electronic records

* |dentify

» Organize
* Disposition (take action)




s enate '4;,%' ;E‘?ﬂ )
ctary of State

ldentify

Using approved records retention schedules
will help you:

dentify records you need to keep
dentify records you can get rid of
dentify records needing additional attention:

v Essential
v'Archival




More on identification

ldentify the CONTENT:
What is being said?
|s there conduct of business?

* Then ask:

s this a primary copy (all you need is one!)
s this a duplicate or secondary copy?

s someone minding the store?
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ldentify improvements to
process

* |dentify what processes may be eligible for
consolidation and streamlining

* Another way to save money
— Look at ways to go “paperless”

— Look for ways to improve a process

 Just because that’s the way it's always been
doesn’'t make it better

« How much duplication is there?
« How much time and energy does something take?




Organize
Using what you have

» Agencies already have established files for
their paper records, use what has already
been developed and adapt to “electronic”
filing systems

» Retention schedules already exist

» Also serves as excellent preparation prior
to implementing any automated processes







Create a plan

Create a “file plan” or “file structure”
Link to retention schedules

Pre-determined file folders provide
consistency, centralization and
organization

Mirror the plan throughout — use same
structure for paper, email, desktop,
network drives and servers

Develop desk guides and cheat sheets




Disposition- Do it!

* Organize to destroy

» Apply same retention and disposition
practices to electronic records as you
would paper based records

« Reqularly schedule disposition to clear
out those items having met retention and
get rid of them!




yofsate  Electronic Record Life Cycle

CONSIDER If NO retention value
CONTENT Delete

"

Create or Receive ‘g
Record | NN \ Record / Save Properly ID

When retention is
met, ID records for

destruction . .
N *Non-Archival
Approve for G Ul Transfer
PP retention met

destruction

If Archival
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What comes across your desk

Much of what comes across in an email will be:
* Transitory (serves as an FYI)

» A secondary copy or duplicate (how many
others are cc’d?)

e An email “transmittal memo ” of attachments
(acts like a fax cover sheet)
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Wachington 3tate Archives

Local Government Common Records Retention Schedule {CORE)

Office of the Secretary of State Version 2.1 {fuly 2010)
DESPOSITION
ITEM RETEMTIOM &MND
DESCRIFTION OF RECDRDS AUTHORTY DESHzMNATION
MCh NUMBER: [DAN] DASPOSITHON ACTIOM

6.1.5 | Tronsitory Records E550-02-05 | Retain until mo longer MON-SRCHIVAL

Public records that only doowment information of temporary, short-term value, R, O needed for agency business NOMN-ESSENTIAL

and provided that the records are: then OFt

# Mot nesded as evidence of a business transaction; and, Destroy.

* Mot covered by a more specific records series.

Includes, but is not limited to:

* Miscellaneous notices or memoranda which do not relate to the functiona
responsibility of the agency [notices of community affairs, employee
meetings, holidays, etc.);

# Preliminary drafts of letters, memoranda, reports, work sheets, spreadsheets,
presentations, and informal notes, etc, which do not represent significant
basic steps in the preparation of record document(s);

* Routing slips used to direct the distribution of docurments;

# Shorthand notes, stenotype tapes, and medhanical records, after they hawve
been transcribed into typewritten or printed form on paper or miorofilm;

* Telephone messages (including voicemail, digital voice messages, etc.);

® |etters of transmittal which do not add any imformation to the transmitted
materials.

Local Government Agencies

RETENTION VALLIE

Page 150 of 186




Within email application

* Individual users move e-mails into pre-
determined folders that match those on
server or shared drive

» Good to set up as “working files”, or for
records with minimal retention value

 Recommend records with significant
retention value be retained on drives or
servers
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For example

Mail « || 4= In
Favorite Folders %
L} Inbox Arma]

0 Unread Mail -

O For Foliow Up =%
L= Sent Items |

Mail Folders 2l
2] All Mail ltems w (b F
= e
=l t;,fr Mailbox - Koziara, Leslie = :
| Agency Management =%
| Asset Management ]
[l 1 Conferences & Seminars
=1 [ Annual Seminars i f
[ [ Central Washington r /r
[# [ Eastern Washington Warkshop |~

[+ |4 Morthwest Region
| Puget Sound Branch Warkshop
# 3 5W - Vancouver Workshop
H [ Western Washington Warkshop
[= [ Disaster & Recovery
|_ Essential Records
3 IPER
| DOP Classes
[ Grant Training
[ [ Website Development
{a] Deleted Items (4]
L7 Drafts [3]
[=I ] Financial Management
[ Travel
[+ | Human Resources
L] Inbox
| Information Management
L@ Junk E-mail

1 Maatinne

Additional folders can be set
up to further define the content
— easy to locate and search,
still all under DAN # GS 22005

Mirror this structure on shared
drive or server for records with
retention value

Be diligent with cleaning out
records with no retention value
in these “working files” and
save primary copies to shared

OP) [DebbieR@dop.wa.gov]
912:05 PM.,

03 AR
nd, Russell

LIld get your available dates
| you be able to get them to me

[ EDDC‘.'.-'JE‘.QC"."

drive
g Tar /
RE: ConTer
= Wood, Russell Wed 8:42 AM
RE: Public Disclosure metadata case
4; Krier, Sean Wed 7:59 AM
RE: T
=) Tuesday
il Handfield, Jerry Tue 3:41 PM

FW: Ca

CA MEWE [IPBATE __ lam1am R
SA NEWS UPDATE -- January 8,



__ Digital Archives Transfers A th
| Local Government no er

Clark County

Columbia River Gorge Commission exam |e
Cowlitz County p

Grays Harbor
Jefferson County
Kirkland, City of
Lacey, City of
Olympia, City of OUthOk
Pacific County
Pierce County .
Foulsbao, City of flle
Shoreline, City of
Skamania County

W Clean Air Agency StrUCture
| Tacoma Pierce County Health Dept
__l Tacoma School District
| Tacoma, City of
__ Tacoma, Port of
|l Vancouwer, City of
| Whatcom County

|l S5tate
| Attorney General's Office [ATG]

Ay Ny Ny Ry Ny Ny Ny Ry Ny Ny Ry g
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Organizing E-mails — Option 2
Using shared drive or network server

Designated shared drive or server is used
as centralized “file cabinet” or repository

Users save their emails into pre-
determined folders in specific “drawers”

Users can access in a centralized location

Generally no active retention or disposition
applied, but can set up system
administrators to track and disposition




Local Gov't CORE

Washington State Archives
Office of the Secretary of State

Local Government Common Records Retention Schedule (CORE)

Version 1.0 {December 2008)

3.1

ITEM
MO,

3.1.38

3.1.40

3141

ACCOUNTING

The activity relating to the creation of financial records of ogency business transoctions and the preparation of statements concerning the assets,

liabilities, and performance of the local government agency.

OPR PRIMARY [SOURCE SECOMDARY [ALL
SERIES TITLE AND DESCRIPTION or DOCUMENT/ORIGINAL] OTHER] RECORD
OFM RECORD COPY COPIES
WOUCHERS OPR | 6years Destroy when
All invoices for all fuwds and purposes obsolete or
with attached supporting supersedad
documentation. Includes Travel
Vouchers/Autharizations.
Note: DAN G550-034-30 was also
assigned to INIURY AND DISABILITY CLAIM
INVOICES — VOLUNTEER FIREFIGHTER
{which has been changed to DAN GS50-
034-35). 12/2008
WARRANT / CHECK REGISTERS 6 years Destroy when
chsolete or
superseded
WITHDRAWAL/CANCELLATION/ QPR | Gyears Destroy when

CHANGE OF PURCHASE ORDERS

obsolete or
supersedad

DISPOSITION
AUTHORITY
NUMEBER

REMARKS

G550-03A-30

G550-03A-31

G550-084A-12
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An example

+ || Financial Management
= [ Fiscal & Accounting

-1 [ 2008 Vouchers G550-03A-30 <i
__| Copy Center Requests

[ Field Order Files Additional file folders can

: be created
Ll Invoice Voucher as necessary under

| Travel Youchers each record series

= | 2009 Youchers G550-03A-30
| Copy Center Requests

L Field Order Files Additional records
| Invaoice Voucher series under a
categor
__ Travel Vouchers % can begadgj/ed
= || Warrent / Check Eegisters G550-03A-31

L 2007 Warrants / Check Registers G550-034-31
L 2005 Warrants / Check Fegisters G550-03A-01
L 2009 Warrants / Check Registers G550-034-01
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=N Land Use Planning, Permits and Appeals

= | Building Construction and Modification Files This S?riet_s only has a3t

— : : year retention, so can ge

| Permits - Invalid G550-11-005 fid of these files sooner
| Plaza 100 Building

L Plaza 500 Building This is an essential record and
| Plaza 600 Building should have additional back up.
_ _ It also has a long term retention
= | Permits - Valid G550-11-05

IIII:H.

Another example

. Plaza 200 Building This is a PERMANENT, ESSENTIAL and
Plaza 300 Buildirn POTENTIALLY ARCHIVAL series and should
- d noted and handled accordingly

| Plaza 400 Building

= || Local Government Jurisdictional Boundary Change History Files G550-16-09

| Townsquare Incorporation

| Tumwater Annexation
-] £ Maps, Drawings, Photographs (Official) G550-16-02 A TiAL ey

| City Boundaries POTENTIALLY

L Shoreline Management ARCHIVAL series
= || Maps, Drawings, Photographs [(Reference] G550-16-03

| City Park Property

L City Playfield
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File and Folder Tasks 0%warkshap,dac 2009.msg Adabe Acrobat 7.0 Dacument

: Microsaft Office Ward 97 - 200,.. COutlaak Tkem T RLLG
) Make & new Folder '

@ Publish this Folder to the = Handouts printorder, docy lﬁ]'- L
Web —d Microsoft Office Word Document
af KB

A @ 5 Letter of exemption for Jan 26 . ] Meeting room confirmation - RC-PA Office receipt,pdf

billing sent ‘IT]]“ = Meals with Meetings
. -26-2009, pdf

Email regarding meeting obe Acrobat 7.0 Document

room contract I application & agreement &

ter of exemption, pdf
obe Acrobat 7.0 Dacument

.

- SEe
|| Stake_20090123_121700.pdf
"?lin]e Adobe Acrobat 7.0 Document

Other Places

) 2003 Western Washingtan

Warkshop
) My Documents E‘ % 2009 Western WA attendes E‘ % 2009 Western WA attendes II_TI E Sign in Sheet, xlsx
< worksheet (version 1).xlsx = worksheet, xlsx = Microsoft Office Excel Worksh,..,
¢ My Computer W | Microsoft Office Excel Warksh, . U | Microsoft Office Excel Warksh,.., U | 14KF
L1 j My Netwark Places
Detal v Using classifications and naming

conventions make it easier to search
and locate the information
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Secreta _y of State

SavE in: I 2009-2010 Jane Doe j &~ N X CyEd-
4 | Approved request For leave Jan 26 2009.msg
i Fie:cent
Documents
—
Deskiop
By using the .msg extention, you are able to
LY save emails with all the other formats together
My Documents in one folder, under one record series, under
one retention and manage it as a whole
59 _
My Computer One place, one folder, one retention
Get rid of the silos!
>
.
My Mebwork
Places
_ /
File name: IRequest for leave Mov 2 EIIIII@\ / j
Save as bype: o ook Message Format - Llnicc\ / -
Text Only (%, bxk) \/ -
Outlook Template (*,aft) S
Toals "'l Cutlook Message Format (*,msg Cancel
iouklook Message Format - Unicode (™, msa) 7
HTML (*.hkmn; *, hkml)
. MHT Files (*.rmht) -
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Secrétary of State Law Enforcement
=] [ CASE MANAGEMENT

=l | Case Files
| All Other Cases LE2010-064 (5 yrs or exhaust appeals|
| Homicide (Solved) LE2010-02 (20 yrs or exhaust appeals|
| Homicides (Unsolved) LE2010-0al (75 yrs or no longer needed, transfer]
| Juvenile Offenders LEQ7-01-09 (23 yrs of age or eligible for destrud]
| Missing Persans (Not Found) LE2010-061 75 yrs or no longer needed|
| Notorious, Historically Significant LE2010-060 (Transfer na longer needed)
| Sex Offenders LE2010-063 (5 yrs after invest, exhaust appeal)
| Unidentified Bodies LE2010-0al (75 yrs or no longer needed)




MNWeash inglog. % g
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= | Toxic Cleanup 5ite Files 90054663/

= |_| Cascade Pole

This series is
| Exempt ARCHIVAL - 9 year
retention for
= [ Century Mall agency, then
transfer to archives
= |_| Fast Dry Cleaners

————S ,__I Exem |:th - You may create and

protect folders as
|_J Gold Jewel ry exempt or confidential

| Pet Shop Boys

| Yummy Sandwich Shop
__| Chevron #4456 Big Al's 5555 Main 5treet

_| Port of Tacoma Bldg &




Address |2 G:\shared b B Go

2 : : - A
Folders ,’J SFAC ,J Site Reps ,,] Staff Info
=l L Shared A

+ |) 10-2744 School For the blind - Roofing

# | ) Accessibility Codes Strateqic Plan Surveys - Customer SWR
+l |) Budget-Financial

+l | ) Business Plans
¥ [ Canpus Lipdates @ TnFEW BLILLETIN BOARD.DOC . Shartcut to TEAM & PROJECTS . Shartcut to TEAM B PROJECTS

+ | ) Cell Phaone Bills

+ |) CPARE

o

4 | Delegated Authority o]
4 | divider tabs

+ ) DOT ' |
E TEAM & PROJECTS { TEAM B PROJECTS timesheets
+ | ) EAS - About EAS ' ‘

# |) EAS Brochure 03 /\

+ | ) EAS Dty Transition

Microsoft Cffice Ward 97 - 20, Shortcut Shorkcut
215 kR 1kB 1 kB

2 ) EAS Emergency ,J Travel 2006061 -FC s Flder A0 24
# |) Electronic Forms [_)2006-064 5P5CC File Folder 3/24/2011 124 P
# | Electronic Farms Printer_files () 2006-083 - GHC File Folder 324/2011 124 P
# () FedEx Shipment Delivered receipts_fle U )2006-071 - P Fle Falder 2412011 1:24 P
i j E:’;;"fDesk | Sj2006:072- G Fie Falder Y2401 124 M
B 0 FW Pl approved fes /j UpcomingProjects st |CJ2006-076 -G8 Al ol 32011 124PM
# | A Comstruction Guidelines and Standa L) 2006-80 - TCC File Folder 51912010 10:43 AW
# | ) A Evaluation (_)2006-081 - GA File Folder 32402011 1:25 PM
() 2006-092 - CPTC Filz Falder 3}'2‘”201 125 PM
(_)2008-097 - File Folder 324




What About Text Messages?

Content is key — are you conducting
business?

Have policies regarding use of texts

Agency responsibility to capture texts that
need retention according to approved
schedules

3 party tools/applications available

Cannot rely on provider to retain!




Helpful hints

Use existing retention schedules!
Consult with users, enlist their input

Work on keeping file names short and
simple, yet make sense to users

Keep it under 255 characters & spaces,
otherwise may have problems with access
and retrieval




What About Websites?

Records Retention — 3 areas

1. Website Design/Architecture
2. Website Content
3. Changes to Website Content




Website Spidering

» Digital archives will ... copy state and local
government web sites that are determined
to have archival value either annually or
more frequently. (WAC 434-662-140)

 Archival snapshots for historical
perspective ONLY — websites are not
interactive once snapshot takes place

* Will not satisfy all legal and other
requirements to retain records of websites.




Website Design / Architecture

» Records documenting the technical design
and structure of website
— the look and feel of your website

* Includes connection between the website
and other databases and applications

* Webpage style templates
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Website Design / Architecture

» Local agencies use:

Applications — Technical Design and
Implementation (GS50-06A-03)

“Retain until application or version is no longer
needed for agency business and all records within the
application have been migrated or dispositioned in
accordance with a current approved records retention
schedule; then Destroy”

» State Agencies — revisions pending
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Content

» Typically, website content falls into these
main categories:

1. Secondary Copies of Other Public Records
2. Database-Driven Content
3. Advice / Information




Washington

Secretary of State

About the Office

About the Office
Sam Reed Biography
Secretaries of State
News Releases
Email Sam Eeed
Photo Gallery

Programs & Divisions

Sam Reed

Reed asks Legislature to move Primary
two weeks earlier

SEARCH

CnntactUsICun»Us: f . ?E

%5.5 million raised for charity by
; pubhc employees
whnny Despite a down vear, the Combined
Fund Drive generates millions for
local, national and global charities

Secretary of State honaors
companies that give back
Feed honors Bellevue and Pull
companies with prestigious ci
award

WA picks up 10th congressional
seat
, | Census officials, including former Gov
& Garv Locke, the commerce secretary,

Earlier Primary would comply with fed aw helping military et have just announced...

voters

Address Confidentiality

Apostilles

Archives

Charities

Combined Fund Drive
Corporations

Digital Signatures
Domestic Partnerships
Elections & Voting
Heritage Center
International Trade

From Our Corner - Recent|Blog Posts

Reed seeks earlier primary & ballots in by
Election Day

Secretary of State Sam Reed is urging lawmakers to move
Washington's Primary Election two weeks earlier, to early
Angust. He also asks for a law requiring ballots to be in county
elections offices bv Election Dav. rather than simplv

An .
Electlon

An Election for the Day of Jubilation -
Ages: Rossi vs, Gregoire Watch the video.

2004 - Purchase this
hoinlk




Secondary Copies - Retention

* How to apply retention:
— Manage the agency’s primary copy

— Use appropriate record series based on the
function and content of the record

— Treat web version as secondary copy




Washington State Archives & PrintPage WLk

Home Records Management Imaging Services WSHERAE EREC

[ N A N R il A= = - -
State Archives » Becords Management

Records and Information Management Publications for State Agencies

The following publications on records and information management are listed in PDF format and also available in MS Word 6.0. To view and print the
PDF files you must have Adobe's Acrobat Reader which may be obtained for free from the Adobe web site.

The Word version requires you to download the file to your local computer and use Word to read them.

Review the description of the publication to be sure that it applies to your government type. If you have questions or comments you can e-mail the
records management section at: recordsmanagement(@sos.wa.gov.

INVENTORYING AND SCHEDULING GUIDELINES FORALL STATE GOVERNMENT AGENCIES

Inventorying and Scheduling Guidelines (PDF) Updated July 2007
Inventorying and Scheduling Guidelines (Word) Updated July 2007

GENERAL RECORDS RETENTION SCHEDULE FOR AGENCIES OF WASHINGTON STATE GOVERNMENT

. .
tate Contains secondary

copies of approved
retention schedule

State Government General Records Retention Schedule
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Content — Database-Driven

* How to apply retention:
— Manage the record within the database as the
agency’s primary copy
— Use appropriate record series based on the
function and content of the record

— Records documenting the rules governing
database / website interaction are covered by
website design
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Online registration - database

Training Signup

Basics of Records Retention - Local Government Agencies

Thisis afree 1/ 2 day session specific to Local Government agencies. This is a basics course for those new to records management, or as a
refresher for veteran records managers. This session covers the rules and regulations as they apply to agency records according to Chapter 40.14
RCW. Sessions are from g:00 am to noon. You will learn: Retention and disposition, what a retention schedule is, and which one you should use,
how to apply retention and dispositon and how to organize vour information. SEATING IS LIMITED, REGISTER EARLY!

Cost / \

$o per person Conferences and Seminars
g;'t:;,-"zou GS 22005

e 3 years after date of event

L &I Classroom 5117 \_ J

w275 Linderson Way SW
Tumwater, WA 98512

Please fill out the following form to register for this session. F
person) only. Please fill out and submit the form for

Information is generated through \.cm
web form and put into a database
Website is only place this record is

generated Y

Contact Information

First Name *

Last Name *




Content — Advice / Information

* Apply the same retention to these content
records that you would apply if you
provided the same advice / information by
letter or email to everyone in your
agency'’s jurisdiction

 Remember, you are providing that advice
every day that it is on your website




Why Document Changes

* |t is not enough to just know what you said
(the content)

* Agencies also need records documenting
when did we say it and when did we stop
saying it (the context to the content)




Capturlng content changes

It depends on the size and complexity of website
and level of risk associated with the content

Tools / techniques can range from:

« Email exchanges between author and agency
webmaster

« Up to and including 3" party applications and
Web Content Management Systems (WCMS)
v'Drupal
v'ColdFusion (Adobe)
v’ Alfresco




Capturing websites

It depends on the complexity of website
Options include:
* Snapshots
Email confirmations/webmaster
Change logs/audit logs
Maintaining entire site

39 party software for ECM
— Drupal, ColdFusion, Alfresco
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What about databases?

* Apply same principles as websites
— Based on content and function of database

— Is it a repository of information held
elsewhere?

— Does it contain evidence of business
transactions not found in another format?

— Is the database dynamic with continuous
changes, updates?




Capturing databases

It depends on the complexity and function of
database

Options include:
« Change logs/audit logs
* Maintaining entire database
« 3 party software for ECM




POP QUIZ
WHAT IS A RECORD?

Your agency has Facebook and has
invited public comment on a controversial

ISsue.
Is this a public record?

0 Yes o No




ace.com

a place for friends




f State

Blogs, Wikis, Twitter, and
emerging “technology du jour”

Key considerations:
1. Is this technology appropriate?
2. Are they primary or secondary copies?
3. How long do they need to be kept?
4. How will they be retained by the agency?




Points to ponder

Ask some questions:

* Make a business case for use — do you
really need to add another “technology du
jour”?

« Check with legal counsel
» Check out terms of service agreements




TOS Agreement = Contract

Security, identity “hijacking”

Indemnity issues

Privacy, data ownership

Rights of company to edit/display/advertise
Addressing merger/acquisitions

Will use meet overarching regulations?
— FOIA, ADA, RCW's, WAC's




Hot off the press

Facebook now has state and local
government terms of service agreements

Go to very bottom — click on Terms

Go to very bottom again — click on Pages
Terms

Go to very bottom again — click on

Amended Pages Terms for State and
Local Governments in the United States




Facebook helps you connect and share with the people in your life.

Government Terms
Amended Pages Terms for State and Local Governments in the United States

If you are a state or local government or government agency in the United States (™ou™), and You are using Facebook Pages in your offidal capacity ("Official Use™), the following terms apply solely to
such use and all other terms remain in effect:

1. Disputes

You and Facebook will endeavar to resolve any disputes in an amicable fashion,

2. Venue

Section 15.1 of the SRR does not apply to your Official Use,

3. Governing Law

Section 15.1 of the SRR does not apply to your Official Use,

4, Indemnity

If you are a state government or state government agency in the United States:

Section 15,2 of the SRR will apply to You only to the extent expressly permitted by your jurisdiction's laws.
If you are & local government or local government agency in the United States:

Section 15,2 of the SRR will apply to You only to the extent permitted by your jurisdiction’s laws.
5. Disclaimer Requirement

If you have an offidal website, your Page must contain, in & prominent location: “If you are looking for more information about [Government Entity], please visit [website URL]."
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Tips and tools to aid social
media retention

« Series of email exchanges on content, when
posted, when withdrawn, updates, etc.

« 3" party software or content management

systems
v Twinbox
v TweetTake
v’ SocialSafe




Going to the cloud
Issues to consider:
Custody

Co-mingling of data (will probably not be
held separately from others using storage

server)
Privacy, security / hijacking of information

Data transmission/flow (Where is the
server, exactly?

Disaster preparedness and recovery
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Clouding the issue

-

» What about the vendor:
— How stable? What’s their history?
— Do they outsource or sub-contract ?

— Their hiring practices for employment? Are
there background checks, etc?

— Their overall security and management?




Ask questions

« Can your rules apply?

» What kind of audit procedures are in
place?

* How proprietary/compatible outside
vendor “ecosystem”

Remember your responsibility towards
public records!




Washington State Archives
Digital Archives

MOVING E-RECOR
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Introduction to the
Digital Archives

* Opened in 2004 in Cheney, WA

3.5 million records
6 million records
92 million records

100 million and adding daily!
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-

Digital Archives Value

» Access and convenience
» Reduce agency workload
* Limited business resumption
* Digital Archives migration strategy

There is no charge for any of this!
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Transferring Your Records
Part 1: Set It Up

» Consultation
v" Call your regional consultant

 Forms Generation
v Transfer Agreement and Plan

 Transfer
v' Secure SFTP or Hard Drive

 |ngestion
v Security and error checks
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Transferring Your Records
Part 2: Self-Service Transfers

 Tools
e QOrder Fulfillment

* Support
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Transferring Your Records
Biggest Challenge

Biggest challenge to the Digital Archives:
Multiple proprietary formats!

When purchasing an electronic records management system,
please let your vendor know that the Digital Archives has an
acceptable data export format. We will be glad to work with your
vendor so that we can preserve your records.
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In conclusion...

Explore available options, and adapt them to
best serve agency needs and usage

— Establish policies, procedures, ground rules

— Take time to fully develop file structures and
plan, plan, plan for implementation

— Keep it as simple as possible
— Education, training, and more training
— Lots of patience (Chocolate helps!)
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Questions?

Records Management Helpdesk
recordsmanagement@sos.wa.gov

Subscribe to listserv for the latest updates
http://www.sos.wa.gov/archives/
RecordsManagement/




Washington State Archives

Preserving Your Public Records

Records Rule!
... Thank You!

: 2 SCCI’CIHI}? of State www.secstate.wa.gov/archives

Washington State Archives:
Partners in preservation and access
WWW.S0S.wa.gov/archives




