

GLOSSARY OF TERMS

(Compiled from PRIA’s Uniform Real Property Recording Act Implementation Guide and the Report of the Kansas Electronic Recording Committee)

Asymmetric encryption: A method that uses two keys – a public key and a private key.  Together, the keys constitute a key pair.  Though the keys are mathematically related, it is not possible to deduce one from the other.  The public key is published in a public repository and can be freely distributed.  The private key remains secret, known only to the key holder. 

Authentication: The act of tying an action or result to the person claiming to have performed the action.  Authentication generally requires a password or encryption key to perform, and the process will fail if the password or key is incorrect. 

Digital signature:  A type of electronic signature consisting of a transformation of an electronic message using an asymmetric encryption system such that a person having the initial message and the signer's public key can accurately determine whether:  

(1) the transformation was created using the private key that corresponds to the signer's public key; and 

(2) the initial message has not been altered since the transformation was made. 

Digitized signature: A representation of a person’s handwritten signature, existing as a computerized image file.  Digitized signatures are just one of several types of electronic signatures, and have no relation to digital signatures. 

Document type definition (DTD): A document created using the Standard Generalized Markup Language (SGML) that defines a unique markup language (such as XHTML or XML).  A DTD includes a list of tags, attributes, and rules of usage. 

Electronic commerce: Also known as eCommerce, it refers to trade that occurs electronically, usually over the Internet.  Electronic commerce often involves buying, selling, and sharing information, extending both new and traditional services to customers via electronic means.  Electronic commerce allows business to take advantage of email, the Web, and other online innovations to improve the business process and offer consumers more ways to access products, faster information transfer and ultimately decreasing costs. 

Electronic document: A document that is received by the county recorder in an electronic form. 

Electronic record: A record created, generated, sent, communicated, received or stored by electronic means. 

Electronic notary: A notary public who has been appointed by the Secretary of State in accordance with ​​​​​​​​​​​​​​​______________and who provides electronic notarial acts in compliance with ___________________.

Electronic signature: An electronic sound, symbol or process attached to or logically associated with a document and executed or adopted by a person with the intent to sign the document. 

Encrypt: To apply an encryption key to a message in order to make it unreadable in an effort to prevent unintended use of the information. 

Extensible Markup Language (XML): A computer language used to create markup languages.  XML allows developers to specify a document type definition (DTD) or schema in order to devise new markup languages for general or specific uses. 

Hash function: A mathematical algorithm that takes an electronic document and creates a document fingerprint.  The document fingerprint is much smaller than the original document, and does not allow the reconstitution of the original document from the fingerprint.  A slightly different document, processed through the same hash function, would produce very different document fingerprint.  A hash function helps to secure data by providing a way to ensure that data is not tampered with. 

Washington Department of Revenue Real Estate Tax Affidavit for Transfers of Interest in Real Property (Form REV 84 0001a (02/13/07): Sales disclosure document required by Washington statute RCW 82.45 to accompany the recording of a deed. 

Key pair: A set of keys, including a private key and a public key, used in asymmetric cryptography.  Sometimes a key pair will be reserved for specific uses, such as creating digital signatures (signing pair) or encrypting secret information (encryption pair). 

Metadata: Commonly described as "data about data."  Metadata is used to locate and manage information resources by classifying those resources and by capturing information not inherent in the resource. 

Nonrepudiation: Effectively implementing a process in such a way that the creator of a digital signature cannot deny having created it.  Nonrepudiation involves supplying enough evidence about the identity of the signer and the integrity of a message so that the origin, submission, delivery, and integrity of the message cannot be denied.  Protection of a user’s private key is also a critical factor in ensuring nonrepudiation.  The entire Public Key Infrastructure (PKI) industry exists to create and ensure the trust necessary for nonrepudiation. 

Notary public: “Notary public” and “notary” mean any person appointed by the Governor to perform notarial acts. 

Portable Document Format (PDF): A file format created by Adobe Systems, Inc. that uses the PostScript printer description language to create documents.  PDF files capture the appearance of the original document, can store both text and images, are difficult to modify, and can be rendered with free, cross-platform viewer software. 

Portal: A Web site considered as an entry point to other Web sites, often by being or providing access to a search engine, useful content, and/or by functioning as a gateway to other Web locations.  Portals are usually provided free of charge, in the hope that users will use of the site.

Private Key: A large, randomly generated prime number used in asymmetric encryption.  The private key is used to encrypt a document fingerprint (the result of processing an electronic document through a hash function) to create a digital signature.  A private key is generated by its holder at the same time a related public key is created.  While the public half of a key pair is made available to anyone who wants it, the private key is only known by its owner, who must keep it absolutely secret to maintain its integrity. 

Proprietary: Indicates that software or other employed technology is owned or controlled exclusively by the vendor.  These solutions are not transferable to other systems and must be used only on the vendor’s systems. 

Public Key: A large, randomly generated prime number that is used to decrypt an electronic document that has been encrypted with a private key.  A public key is generated by its holder at the same time a related private key is created.  Within the Public Key Infrastructure (PKI), public keys are used to verify digital signatures.  Public keys are contained in digital certificates, published and otherwise distributed by the issuing certificate authority (CA). 

Public Key Infrastructure (PKI): The framework of different entities working together to create trust in electronic transactions.  The PKI industry facilitates signed transactions by using asymmetric cryptography to ensure security and verifiable authenticity.  The PKI includes all parties, policies, agreements and technologies to a transaction.  This sophisticated infrastructure allows all concerned parties to trust electronic transactions created within the standards set by the PKI industry. 

Schema: A method for specifying the structure and content of specific types of electronic documents which use XML. 

Secure Socket Layer (SSL): A security technology that uses both asymmetric and symmetric cryptography to protect data transmitted over the Internet.  

Signature Authentication: The process by which a digital signature is used to confirm a signer’s identity and a document’s validity. 

Signed Digital Document: An electronic document that includes an embedded digital signature.  The digital signature contains an encrypted document fingerprint, which allows anyone receiving the document to verify its validity using the process of signature authentication. 

SMART Doc™: A SMART Doc™ is a technical framework for representing documents in an electronic format.  This format links data, the visual representation of the form, and signature.  The visual representation of the documents can utilize a variety of technologies such as XHTML, PDF, and TIFF.  Previously SMART Docs™ were called eMortgage documents.  In order to better describe the actual capabilities of the technology, the word “eMortgage” was replaced by the acronym “SMART” which represents: Securable, Manageable, Archivable, Retrievable, and Transferable. 

Submitting Party: The entity that originates an electronic document.  This is usually a bank, title company, attorney or anyone that inputs data into a specific template and/or associates an image and wishes to send the documentation for electronic recordation at the County. 

Tagged information file format (TIFF): An image file format commonly used for photos, scanned documents, or other graphics.  TIFF images are graphics that are made up of individual dots or pixels.  Files in the TIFF format are distinguished by a .tif filename extension. 

Third party vendor: Entity that may act as a middleman or liaison to an electronic transaction.  The vendor will usually have some added value to the transaction such as verifying accuracy and completeness of index entries, authentication of the submitting party, or any other County specific requirement. 

Uniform Electronic Transaction Act (UETA): A body of recommended legislation drafted in 1999 by the National Conference of Commissioners on Uniform State Laws (NCCUSL) for adoption by state legislatures.  UETA allows electronic documents and digital signatures to stand as equals with their paper counterparts.  Florida adopted a modified version of UETA (see F.S. 668.50 et seq.). 

Uniform Real Property Electronic Recording Act (URPERA): A body of recommended legislation drafted in 2004 by the National Conference of Commissioners on Uniform State Laws (NCCUSL) for adoption by state legislatures.  URPERA authorizes County Recorders to accept electronic documents for recording in accordance with established standards.  Florida adopted a modified version of URPERA (see F.S. 695.27 et seq.). 

Wet signature: An original representation of a person’s name applied to a document.  

XML: See Extensible Markup Language. 

XML Schema: See Schema. 

