Information Governance & Enterprise Content Management (ECM) Primer
How Did We Get Here and Where Do We Go Next?
  
Managing our information in a way that makes it easy to retrieve and account for is a very popular topic these days.  It’s also a confusing topic when the “how do we fix it” part comes up.  The goal of this document is to give you some tools for these discussions.  Think of this as a primer for managers and decision makers that want to move towards Enterprise Content Management as part of their Information Governance Program and want a clearer understanding of the factors that contribute to our current issues, the tools available to help us correct these issues and the processes used when planning a solution.

Everyone has experienced the frustration of not being able to find a document so they can continue with their work or answer a customer’s question. Spending time searching for a document or copying the document ‘so we can find it again’ has become the norm, even though we know it is not a good practice.  We lock down whole blocks of documents or emails because some of them may be responsive on a Public Disclosure Request.  We email documents to ourselves because we know we can always find it in our email.  

We know these practices cost us time and money, but we don’t have the internal resources to study and quantify the costs, so we look to research firms to provide us with that information. The research firm IDC has estimated that “the typical enterprise with 1,000 knowledge workers wastes $2.5 million to $3.5 million per year searching for nonexistent information, failing to find existing information, or recreating information that can't be found.” (Source: IDC)

Like many other organizations, we’ve hit the point where finding the information when needed has become a difficult and expensive task. BAE Systems conducted a study and estimates that “80% of employees waste an average of half an hour per day retrieving information, while 60% are spending an hour or more duplicating the work of others.”
	
These numbers are dramatic, and they shine a light on the growing need to reduce the effort we are putting into using our own information.  We also need to manage the data we currently have, as well as the information we will generate in the future.  The illustration below shows how the effort used to manage a single document compounds over time. 
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The blue line indicates today, where we create information in the form of a document or web content or diagram, and store it on the network somewhere.  We then invest time searching for the item each time we need it.  We duplicate the item when we email it or copy it to a more convenient location.  Parts of it may go on SharePoint or another system, or both.  

An audit or PDR brings another spike in effort as documents are sifted through, frozen or just locked down as a group, just in case they’re responsive. The records management team has no idea where we’ve put these documents so managing or destroying them is not a reasonable activity, given the level of effort needed to identify and isolate everything.   

The red line shows how we’d like our level of effort to look – a small amount of effort up front and little to no effort over the lifecycle of the information.  This may seem like an unrealistic dream to some, but it is attainable.  The combination of Information Governance and Enterprise Content Management can help us achieve that goal.

Information Governance and Enterprise Content Management are topics that seem to invoke both excitement and dread.  We know it’s the right time to move forward with these philosophies, but it’s hard to know where to start - and the pile of work ahead of us seems insurmountable.
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So what is Information Governance or Enterprise Content Management?  Like most buzz words, the terms are thrown around without the definitions attached to them, so let’s start there.

The Gartner definition may be accurate, but it covers just about everything and doesn’t give us any specifics on how to get there: 

Information Governance is “the specification of decision rights and an accountability framework to ensure appropriate behavior in the valuation, creation, storage, use, archiving and deletion of information. It includes the processes, roles and policies, standards and metrics that ensure the effective and efficient use of information in enabling an organization to achieve its goals.”

In other words, Information Governance is an approach that treats information as a valuable business asset.  It is a plan that helps us manage corporate information by implementing processes, roles, controls and metrics.  Think of it as a Who, What, When, Why, Where, How Plan that guides us in use of and caring for our information. 

· What information do we keep?
· Why is it being kept? 
· Who can access this information?
· Where do we store it?
· How are we protecting it?
· When do we get rid of it?

So the Information Governance concept tells us is that we need to undergo a radical change in the way we think about how we manage our information – especially all the stuff on our network shares (known as “unstructured data”).  That’s where Enterprise Content Management comes into play.

Enterprise Content Management (ECM) provides powerful tools for managing unstructured data.  Research tells us that we are generating unstructured data at an alarming rate, and it’s only going to get worse in the near future.  


IDC estimates the volume of digital data will grow 40% to 50% per year. By 2020, IDC predicts the number will have reached 40,000 EB, or 40 Zettabytes (ZB). The world’s information is doubling every two years. By 2020 the world will generate 50 times the amount of information and 75 times the number of information containers.

ECM – Another Tool?  We have enough already, why do we need this one?
Gartner explains that “Enterprise Content Management (ECM) is used to create, store, distribute, discover, archive and manage unstructured content (such as scanned documents, email, reports, medical images and office documents), and ultimately analyze usage to enable organizations to deliver relevant content to users where and when they need it.”

In its Magic Quadrant report on ECM, Gartner writes “Why is all this money being spent on ECM in a down economy?  The answer is “productivity”.  ECM can drive process efficiency, improve data and process quality, and build better channels to your customers and prospects.”

What does Gartner list as the core components of an ECM suite?
· Document Management – version control, check-in/check-out, security, library services
· Image-processing – capture, transform and manage images of paper documents
· Workflow/Business Process Management (BPM) – supporting business processes, routing content, assigning work tasks, creating audit trails
· Records Management – long-term retention of content through automation and policies, ensuring legal, regulatory and industry compliance. DoD 5015.2-STD compliant
· Web Content Management (WCM) – content creation and management
· Social Content – Blogs, wikis, social content, video
· Extended Components – digital asset management, document composition, e-forms, analytics, email and information archiving, email management, packaged application integration

From a “what’s in it for me” standpoint, ECM systems make our work life easier because they do our records/information/ content management for us.  
· ECM gives people the freedom to do the work they always do, while managing the information ‘behind the scenes’.  
· With a few clicks, the system knows what the document is, where it goes, how long it needs to be kept and when it should be destroyed.  
· ECM gives the workers powerful search capabilities so things are found quickly.  
· ECM can be accessed from the office, the web, SharePoint or cloud services and it can be paired with legacy systems and integrated with current systems like SAP.  
· ECM provides public disclosure and litigation hold tools, so legal can do their work without dumping days into searching or being forced to freeze unresponsive items because there is too much to sift through.  
· ECM provides full auditing, so you know who used a document, how they used it and when they used it – so the security guys can sleep at night. 
· When it’s time to destroy a document, the system has a complete audit trail of the document’s lifecycle, including the destruction phase.  This means you can prove that you used to have it, when it met the retention date, if there were ever legal holds on it, when those cleared, when you destroyed it and who authorized the destruction.  The document leaves, but the history of its existence stays in the system.  This is called ‘Defensible Disposition’ and is designed specifically to prove the document’s history in a legal situation.

Meanwhile, people are working as they always did, with a few minor changes in how they save their documents.  This frees workers from the burden of becoming records officers and lets them focus on their specific area of expertise – which is what you hired them for.

Think of it as a Ferrari that looks like a Volkswagen bug.  It doesn’t seem like much on the surface, until you start it up and take it for a drive.  It’s fast, smooth and can handle surprise corners at high speed.  

But we already plan to buy a tool that will fix our problem...
We’ve all purchased a lot of widgets to fix symptoms, but they never seem to get us the solutions we are hoping for.  Could it be because these tools can’t fix the actual problem, so they just chew away at the outer edges of it?

This is where people start running from the room in fear or conduct planning meetings that dissolve into arguments or circular discussions that don’t get very far.  We’ve all been there – ‘radical change’ is easy to say, not so easy to do.  Sure, we know this isn’t working, but we don’t have the time for empty activities or endless meetings that don’t get us any closer to solving this problem, and we don’t really know where to start.  If we’re going to do this and be effective, a roadmap would be handy.  

Fortunately, there are already tools for that.  Our goals are to provide some education to help people see that there is a light at the end of the tunnel (no, it’s not a train) and give you the tools to achieve your goal of Information Governance and Enterprise Content Management – including a roadmap you can use for yourselves.  

The ECM Maturity Model and Us
Good News! Others have already been through this painful process and someone even created a scale that shows the stages in the evolution from “Zero Governance Plan” to having a mature, flexible, robust Enterprise Content Management program in place. There is also a self-evaluation questionnaire to help us understand where we are in the process.  No, we really are not the first to go through this, so why reinvent the wheel and make everyone miserable?  

The ECM Maturity Model (EMC3 and Gartner) shows us simplified examples of the evolution stages.  This allows us get a high level view of the stages, without having to do the detailed self-evaluation first. Though it won’t reflect our exact place on the model, we can figure out where we generally fall by these examples and see the phases we need to go through to achieve to our goal.

ECM3 has a very complex table that is best used in a ‘hands on’ deployment type situation, but we’ll look closer at that tool later.  First, a high level view:




Where Are We on the Model?
Many of us can see ourselves on this model and we don’t rank very high on it.  Even if we stretch and give ourselves credit for the small inroads we’re making, many of us will find ourselves at Level 1 (ok, probably most of us are there).  As we look at the stages, we can see where we are doing a few activities in the other Levels, but not all of them and not all the time.  We are reaching out for those stages, but we really aren’t “living” the behaviors that go with the higher maturity levels yet.   

We’ve been trying to be responsible and make good choices.  How did we work so hard to improve and still end up in the first column?  It’s ok, a lot of us are there.  Technology has given us some pretty big leaps forward and we grabbed our new tools and storage spaces and ran with them.  We charged forward to automate and digitize and give workers the ability to self-manage, because it was faster and better – but we didn’t realize the impact of our new freedoms when combined with rapid growth. 


So What’s the Real Problem?
The first step in solving a problem is admitting you have one.  
We are beginning to recognize that our information management is far more disorganized than we realized and the problem is growing daily.  We let a small problem grow into a big problem and now we are losing our business efficiencies to our information management practices.  
Disorganization creates more work on top of your already busy day – and the busier you are, the less time you have fix it.  Automation cannot resolve this issue.  Automating a disorganized process just makes a bigger mess, faster.
How on earth did it get this bad?  What happened to all the streamlining and process improvements we’ve made?  We give people a records management crash course when we hire them so they know they need to keep their records organized.  Everyone is trying to do the best job they can and we have powerful tools to help us, so why can’t we find a simple file on the network when needed?    
We hear about the need for better Records Management and Information Governance, but giving our staff a quick session on ‘records management’ and telling them it’s their responsibility to maintain their own records is not really a solution.  We hire people because they have valuable skills in specific areas (Medicine, Accounting, Biology, HR, IT).  Expecting them to become records management experts on top of their normal discipline is not really reasonable, and takes them away from the specialized work we originally hired them for.  

Somehow, the structure and control of the old way of doing things didn’t survive the rapid evolution we went through.  Though slow and rigorous and cumbersome at the time, we used to have a structure process that allowed us to manage our information and control where it was, how it was used and when it was destroyed (and get our work done).  

As we embraced our new technology advancements, we gradually let go of our structured information management process instead of evolving it with the new technology advancements.  As we did so, our information world became increasingly fragmented and over time devolved into what we work with today.  

The ideal arrangement would be to leverage the technology tools of today and the structure of yesterday in a seamless way that allows us the freedom to work efficiently, and have the flexibility to work remotely while managing our information responsibly.  That’s where Enterprise Content Management tools come into play.

About the ‘old way of doing things’.  Not all of us are dinosaurs that remember the pre-technology or early-technology days.  Many of us entered the job market after technology was already a normal part of our work world and don’t have a memory of a structured approach to information management (it wasn’t called that back then, we weren’t quite that cool).  So we’re going to take a trip down memory lane and fill in a few blanks for people.  That way we can at least have some context on how ‘we used to do it’ vs ‘how we do it today’. 





A little history…
Don’t you hate those “I remember when” stories that go on and on about how hard the previous generation had it and how easy things are now?  Well this is not that story.  This is the opposite of that story.

Where Did We Start?
Information Governance has come a long way over the years and in many ways ‘the old days’ were more like the Dark Ages.  Until recently, we had little technology to help us, everything was on paper and everyone did things by hand.  We managed our records in a file room.  A records lady (AKA Dragon Lady) guarded the room and told us what went into the files and where to put the paper.  You followed the process and that was that.  It was slow and cumbersome and not very fun or cool, but it worked for the times.  
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What did our business world look like?

[image: ]We had clearly defined paper processes with predictable outcomes – work flowed through the office in a formal way
PROCESS:
1. Receive new documents, request, invoices
2. Make a file or get it from the file room
3. Process the paper
4. Make additional paper records
a. Put the paper in the file folder
b. Put the file folder back where it belonged
BENEFITS: 
1. Reliable: You knew where the information was kept or who could find it for you
2. Retrievable: You could locate the correct information by walking to the file room
3. Disposition: Documents and records were kept or destroyed on a predictable cycle
4. Defensibility: Proof of destruction was kept on file
5. Effort to Manage Information: Relatively low over time.  There was an initial spike at the creation point followed by a low level maintenance rate after that point. 
DISADVANTAGES: 
1. Time: Work process was not fast
2. Delays: Volume surges caused processing delays 
3. Delays: Only one person used the information at a time and workers had to wait for others to finish with the file first
4. Delays: Though documents could be retrieved, it could take a long time to locate the file, especially if it had not been put back properly
5. Inflexible: Work processes happened in a defined sequence and were not easily modified or adaptable
6. Training: High learning curve for new staff



Our File Room Clerks/Stewards acted as guardians of our files
BENEFITS: 
0. Consistency: They made sure our records management processes were followed
0. Control: If the file did not return, these stewards would track it down and get it back where it belonged
0. Continuity: If you did not return the file or put it back out of order, this person would 're-train' you in the process
[image: ]DISADVANTAGES:
1. Resources: The file clerk was a full time job and couldn’t
perform many additional tasks
2. Institutional Knowledge: The file clerk had a lot of knowledge 
that was not easily accessible by others
3. Risks: Misfiled folders may not be found for years
4. Delays: Single point of contact led to processing bottlenecks 
and work delays
Everyone was expected to follow the same business process - not following the process negatively affected those around you.
PROCESS: 
1. See item 1a – workers followed the same retrieve, work, return process
BENEFITS: 
1. Consistency: The cultural norm was to follow the process.  Reinforcement came from peers and re-training
2. Control: Process deviation was easily identified and remedied
3. Training: Workers needing training were easily identified and assisted
DISADVANTAGES:
1. Morale: Not following the process often created delays or extra work for others
2. Delays: Misfiles took hours or days to find - if they could be found
3. Delays: Other workers were delayed from their work.  
4. Errors: Human error had to be cross checked by other humans
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The paper process did not have automated tools, everything was manually done
BENEFITS: 
1. Not many, but standardized training was available to make sure everyone did it the same way.
2. Filing was a class taught in school.  
3. So was typing - on a typewriter (hopefully an electric one)
4. So was shorthand (a type of hieroglyphics that represented words) – Believe it or not, a ‘secretary’ would sit and hand write shorthand notes while someone talked. It was called ‘dictation’ (it is not a political position in this case).  After that, the notes were typed out word for word.  Shorthand was a very desirable skill at that time.
DISADVANTAGES: 
1. Everything took a lot of time.  Everything.
2. Typing had to be done precisely or it had to be redone.  
3. Spell check was a coworker that could spot a spelling or grammar error for you 
4. [image: Machine generated alternative text: -‘-r]'Correctype' was used to manually correct a limited number of spelling errors (these were little sheets with white correction film that was placed between the paper and the typewriter keys and the key was re-struck to white out or 'erase' the error so it could be corrected) 
5. In many cases the document was retyped.
6. Document versions or iterations were limited due to the labor involved in recreating a typed document.  ‘Good enough’ was ok at that time.
7. Floor Space: A large amount of floor spaces was always committed to file storage. Some file rooms were so large they were kept in basements due to the weight.



 
A Fork in the Road
Then technology entered the business world and we found ourselves gaining freedom from the restrictions of doing everything manually. We could do a lot more with a lot less – and do it a lot faster.  This became the new normal and we were happy to shed the old paper driven processes and embrace our new found digital based ‘streamlined processes’.  We did more work, generated more documents and we shared more stuff between us instantly.  We were fast and efficient and getting faster every day.  

We also began to give up our process structure and our tight records management control.  The change was slow at first – we’d do our work on our word processor, then print it out when finished and file it.  It wasn’t that different – at first.  But computers improved and we changed our processes – we printed and filed less often and sent the electronic versions more often.  We really didn’t see a problem with that at the time.  We were finally able to gain flexible work hours and feed our individual work styles.  We were all about process improvement and we loved it.

However, there is a lot to be said for getting ‘back to basics’. But we’ll get to that in a minute.
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In the mid-80's the computers arrived in the business world and we took our first steps down the 'Process Improvement' garden path.



Process Improvement 1 - WordPerfect/Word and the floppy disc
BENEFITS:
1. We were able to correct our errors before we 'printed out the document, which saved a lot of time and effort
2. We could 'save' the document on a disk and go back and work on it more (remember 'save often'?)
3. [image: ]We printed out the finished copy and put it in the file
4. Disks were small and only so many electronic versions could be kept - we could store more information in a small space
DISADVANTAGES:
1. We began to create duplicate records on disks.
2. Disks were not actively managed like paper records. Instead of routinely reviewing them for disposition and destruction, we put them in disk storage boxes and left them there indefinitely.
 
Process Improvement 2 - Electronic storage expanded on the workstations office tools evolved 
[image: ]BENEFITS:
0. More memory on the computer let us store more documents on them, create more 'drafts' and collect language we wanted to re-use on other documents.
0. Word and Excel type applications evolved, improving user interfaces and introducing a WYSIWYG (What You See Is What You Get) experience.
0. We began to save documents on an individual basis so we could re-use it when needed.
0. We began to focus on improving the individual access to documents and not the community access to them.
0. We still used the records management framework and knew where our records were being kept
DISADVANTAGES: 
1. You could not access the electronic documents generated by others
2. We didn’t use the same records management practices for the electronic copy of the records.  Records management happened with paper and the electronic versions were kept indefinitely ‘just in case we need it again’.
3. We began to lose awareness of our space restrictions
4. We began to lose awareness of the electronic document collections we were creating
 
Process Improvement 3 - Network and expanded storage space
BENEFITS
0. We linked the computers together, allowing others to get to our documents
0. The ability to store information began to evolve and grow rapidly
0. We gained the freedom to store everything on the computers/network.
0. We printed out documents as needed or desired
0. When we ran out of electronic storage space asked for more (but growth was slow due to costs)
DISADVANTAGES:
1. Storage and equipment was expensive, which restricted growth at the time
2. [image: ]We began to generate unnecessary paper copies at will.  We printed out documents every time we felt the need - for personal use, meetings, signatures, folders, co-workers, passers-by, etc
3. We began to demand more space for our individual or collective document stockpiles instead of reducing the volumes
4. We stopped thinking about the management of our electronic records
5. We actively justified saving everything, just in case we needed it later.
6. We copied records to make finding them more convenient.
7. The volume of electronic records began to swell
8. We began to believe that all things electronic was IT’s realm and they would 'take care of it for us'
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Process Improvement 4 - Email became a part of our work life 
BENEFITS: 
0. It created a faster form of communication
0. Meetings could be arranged with one communication, not several phone calls
0. We could reduce labor hours spent ‘talking on the phone’ and transfer that to a quick email
0. We could document decisions and discussions
0. We could share documents with people outside our network
DISADVANTAGES:
1. We created numerous copies of records when we sent document (file) to others
2. We began to email things to ourselves ‘so we could find them again’
3. We began to use email as a filing/records management tool
4. We created mass mailing lists, so the same email and attachments would go to many people instead of just one or two
5. We began to use email as a social communication tool, mass distributing photos, funny stories, social engagements or fliers to each other – or everyone.

 
Process Improvement 5 - As our file clerks/stewards retired, the positions were filled with business specific resources  
[image: ]BENEFITS:
0. The need for a dedicated 'file clerk' was not a necessary part of the business process and seen as low priority 
0. Companies could hire more business staff with the saved resource costs
DISADVANTAGES:
1. We lost much of the skills and knowledge to keep control of the records that were being generated
2. It was now 'normal' for workers to manage business records on an individual basis in whatever style worked for them
3. The role of official 'records officers' was assigned as a low effort task that was often lumped into the "other duties as assigned" category
 

This is where the overall volume of document/records collections began to swell to the point where we were losing our efficiencies by hunting down lost documents.  We knew we needed to organize our information better, but we did not have the resources available to address the situation.  

Isolated attempts at providing folder structures occurred at this time, but these were dependent on everyone ‘following the rules’.  This approach usually resulted in large and unwieldy directories that were hard to use and impossible to enforce.  The business culture was no longer open to using the filing structure that worked in the past and they rejected the attempts to impose it electronically. 

In an attempt to address the organization issue, management tools and widgets were invested in, but not consistently and were not made available to everyone.

Process Improvement 6 – Search Tools to help us manage our information 
BENEFITS:
1. Tools that consolidate information
2. Tools that search through the information where it lives
3. Tools to de-duplicate information in specific locations/applications
4. Tools that delete information automatically after a certain amount of time - often without our clear understanding that it is being removed
DISADVANTAGES:
1. We bought symptom specific tools that did not address the larger problem. 
2. We began to collect a large number of widgets and tools, creating another management/training/redundancy problem.
3. The tools often have some misunderstood limitations or functions  (EX: Auto-deleting without notification or proof of deletion).
4. Instead of leveraging existing ECM/Records Management tools and processes, we saw them as 'outdated'.
5. We continue to generate more records and copies, expecting that each new tool will fix the problem for us
 

Process Improvement 7 - The internet, SharePoint, social media, mobility and the cloud  
BENEFITS:
1. We have the opportunity to vastly improve our work processes through automation and open accessibility.
2. We gain the ability to collaborate from our current location – regardless of where that is
3. We recognize that society has already embraced these tools and we have to find a way to catch up with them.
4. We understand that this will be a giant leap into compounding our records problem, and are trying to find ways to manage it before we move completely into this space.
5. We are allowing our staff to use cloud storage on a limited basis.  
6. We see the ability to automate our processes, speeding up the generation of more records
DISADVANTAGES:
1. Our problems will compound exponentially as we expand into using these tools without standards or policies in place.
2. We are managing this new challenge by not allowing staff to use some of these tools, causing several to use their own personal cloud storage accounts to work around this restriction.
3. Documents/records are being stored on internal SharePoint sites as if they were additional network drives.  ECM tools are not being applied to control this process, but the unstructured use of SharePoint is being dubbed ‘records management’ and users are encouraged to use it for this purpose.
4. Documents/records are now duplicated in even more locations than before
5. eDiscovery requested documents can be impossible to find when they are stored in personal cloud locations or USB devices.
6. Defensible disposition tools are not available for most of these new facets of document storage.
7. We are generating documents/records in multiple places and at an accelerated rate, making the identification and destruction of appropriate records impossible.


Fix your processes first, don’t just reach for a new tool and expect it to fix things for you.  Remember: Automating a bad process just creates a bigger mess, faster.  


[image: ]Where the New Road has Taken Us 
  
Meanwhile, time passed and technology has taken huge leaps forward – computers on every desk, laptops to make us portable, printers everywhere, email and – best of all – the cloud and mobility.  We finally have the toys we saw in the movies.  We also have more storage space than we could ever hope to use.  What used to fit in a computer the size of a refrigerator now fit on a portable plastic square the size of your thumbnail – and it is really cool! 

We now dump all our documents onto networks and SharePoint sites and email.  We keep everything – because we can (and we might need it someday). We collect scraps of information we want to save and maybe use later, as well as things people sent us for reference or fun photos that we found or received. It’s like we have a closet that never got too full…and we just keep putting more in it.  

But the closet has begun to change.  We have each collected so much stuff that we can’t remember where we put everything and locating our information has become slow and difficult and a little scary at times.  To help ourselves cope, we made copies of documents and put them “where they’d be easier to find”.  Few remembered the processes of the past, and by now we are far too busy to stop and try to figure out the mess that is growing at an alarming rate. 

So we close the closet door and decided we’ll sort it out later…after we finished this project and the documents that go with it.  Sound familiar?

Now e-Discovery and Public Disclosure Requests have become a normal part of our business world.  Technology has empowered others, too, and they are sure that someone has something to hide.  People now ask for information and we have to provide it…if only we could find it as quickly and effortlessly as we generated it.  Our process improvement of electronic freedom has come back to haunt us and the mess that time created looms large above us.
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Yes, I know it sounds dramatic, but one look at our network drives and we know this story is painfully true.

So what does our process really look like today?  Are there any diagrams?  Not really.  We diagram our ‘business’ processes and streamline them, but we rarely diagram what we as individuals do with our records each day.  However, an illustration of a process would help us see just how disjointed our approach to records management has become.  

Since everyone gets to use their own personal style to manage their records, there cannot be ‘one diagram’ that shows a standard process, so we created one based on an actual project and the records management/sharing mechanisms that were used.  The names have been hidden to protect the guilty, but they have vetted this diagram and found it accurate.  

Where are we today?
  



REALITY:
1. The Process Improvements of the early computer age has come back to haunt us.
2. We've lost the records management discipline and culture of the paper and early computer age.
3. We've gradually eliminated the records management element that was a key component of our paper work culture.
4. We no longer make records management part of our business process, but have separated it out as an isolated activity that is done after the business process has moved on to other work.
5. We continue to add computers, network infrastructure, storage space, copies and users.
6. We do not have standard practices and policies in place to help us accurately manage our records.
7. We have not made the act of managing records, documents or information an easy, seamless process.
8. We try to fix our problems individually or on a specific business need or localized basis, not on an enterprise level.
9. We focus on buying individual tools to fix each symptom instead of looking at the problem from a wholistic standpoint and addressing the root cause.   
 
The Process Improvements of today just add more complexity 
REALITY:
1. We've added the ability to connect with anyone from anywhere and share anything - from our telephones
2. We've added the ability to put massive amounts of records on a storage device that fits on our car keys
3. Our document management practices are now so messy that we now make copies to make things 'easier' 
4. Records Management is not a word we are familiar with and most workers have never met the agency records officer, let alone know we have one
5. We are under attack through spyware, viruses, malware and hackers to such an extent that we must have dedicated IT security staff to ensure our information is kept secure.


[image: ]Public Disclosure, e-Discovery and Litigation has become a part of our culture 
REALITY:
1. In addition to the typical Public Disclosure Requests of the past, a new style of request is on the rise.  These requests are used extensively by the media, politics, legal teams and the public to fish for information that can be used against the state, intentionally bottleneck work processes or extract money.  We are obligated to provide this information, regardless of requestor or motivation.
2. Agencies and organizations can receive over one hundred requests a month, each of which must be tracked and responded to.
3. Many requests are so extensive that the collection process requires multiple resources, usually involving legal, IT, records management and additional staff to locate and review records.
4. Our free form style of managing records makes eDiscovery a nearly impossible task to complete effectively, as records are stored on networks, databases, email, records systems, the cloud, SharePoint and personal storage devices.
5. Due to the effort to locate, identify and review each document, we find it easier to lock down entire mailboxes, folders or groups of documents for closer review at a later time.
6. We are not able to clearly identify if we have located all the copies of a document, or if we have looked in all the right places.
7. The security layers required to protect information prevents eDiscovery staff from locating documents without assistance from IT.
8. The costs of resources to respond is creating a huge financial burden that eats into agency budgets.
9. The risk of missing documents during the response window is very high and creates an escalating risk of sanctions.
10. eDiscovery and Public Disclosure Request responses would go much easier if we could use a common system that could find all responsive documents, tag them as responsive and document that we provided them on a request. 
 
Where do we go from here – “Back To Basics” v2

Like it or not, we now live in a business world where public disclosure requests, legal disputes and monetary fines/awards/sanctions have major impacts on both our budgets and our ability to do our work.  We are expected to be more transparent with our work and records at a time when our records are in so many places we cannot easily locate them.  We are stepping into the wide world of mobility, where everything can be kept anywhere outside our agencies – and we are keenly aware that this step will derail what little control we now have over our records keeping processes, as well as our ability to be transparent or responsive to public disclosure requests.  

As we saw in our ‘how we got here’ history, we’ve slowly let go of the intentional, structured approach to managing our information that used to be a part of our normal business routine – an approach that protected us from many of the challenges we now struggle with.  (I know, it’s a theme)  We are now so used to ‘doing it our own way’ that we rebel against structure, feeling it is too confining for the new way of doing our work.  A lot of that resistance comes from the expectation that we must manage those controls ourselves on top of our normal workload, which is already hard to keep up with.

We also have a perception that the old way doesn’t fit anymore.  That we’ve moved beyond the paper way of doing things and the rules for paper don’t apply to the electronic/digital world.  The tight controls of the past seem outdated and not flexible enough to keep up with the fluid world of today, so we should make new rules that let us continue doing things the way we are.  We argue that the structured approach simply cannot be achieved with the sort of work we do today because it will slow us down and create more work that wastes time and has no real value.

Well, not exactly.

Our business missions really have not changed, just our way of doing them has.  If we issue licenses or permits, then people used to come into our office and fill out a form.  Now people fill out a form online - but they’re still filling out a form.  

Instead of using that paper form, or typing that form’s information into a database manually, the information moves from the website into a system automatically so we can use it – but it’s still collecting the information we use in your process – just like the paper forms of 20 - 30 years ago.  

We have not stopped collecting information because the digital age is here, we’ve just changed how we collect that information.  We have automated our business activities.  We have not eliminated them.  Regardless of the method we work in – paper or electronic or desktop or mobile - we still have to do the same work and provide the same services we always have.  

We also have to prove we acted appropriately (especially in Government), which is why we keep things for more than a day after we’re done.  We still have to execute a contract appropriately.  We still have to provide services the way we always have.  We still have to prove we had approval to pay that invoice.  We still have to prove no one has tampered with that signed form.  We still have to prove we did your research before we issued that license.  

So maybe those archaic rules that defined how we managed our information are still relevant - that they can still protect us - we just have to use a different method to apply them.  No, we’re no longer holding a piece of paper up to the light to see if it was really signed by hand (with a blue or black pen) or comparing the signature to a driver’s license, but we do need to show that the email or e-form we have is a genuine document that authorizes us to move forward with our work process.  

But how do you make those old rules apply to something that will never be in paper form?  What we need is an invisible dragon lady that can do this structured management work for us and make this whole process happen behind the scenes so we don’t have to see it.  

Most of us don’t really want to know how we’re supposed to store it, nor do we want to worry about how long to keep it or how to prove it was provided on a public disclosure or why you’re not supposed to stick it out on a network share.  We really just want to do our work like we always do and not have to become one of those legal or recordsie people.  Where are all those tech tools that are supposed to make this stuff easy?    

Well that’s where Enterprise Content Management enters the picture.  

Enterprise Content Management (ECM) systems are tools that are designed to handle our information management for us – no matter where we are.  We don’t need to know about records, or security or eDiscovery (unless you really want to) because the Content Management system takes care of managing all of that behind the scenes.  

We get to keep working with our normal business tools (Word, Excel, email, specialized software, SharePoint, collaborative tools, social media) and the ECM sits “underneath” doing the work for us:
· Saving your work to a central location
· Handing it to you when you search for it – even if you are on your mobile device
· Letting you drag and drop a new file or make a video, or upload a site photo from where ever you are, directly into the system
· Keeping your information safe
· Keeping all those versions straight
· Applying your business rules behind the scenes
· Locking it up if there is a legal hold
· Taking the last step of keeping it for however long you should - or destroying it - or sending it to the archives (whatever it is that happens after you are done and it’s long forgotten).  

Instead of searching across multiple silos of stored files, information is now stored in a common place that is accessible from everywhere, including mobile devices.  Much like social media today, the user tags the record up front when they save it (#title#subject#how easy is this!) and the information management mechanisms do the rest.  

Just like the Dragon Ladies of the past, these tools make sure information makes it to the right location, associates it with the right search data (metadata), secures the file (without the scowl), helps you find the information when you need it again and knows how long you’re supposed to keep it.  

The biggest difference is that the new Invisible Dragon Lady moves MUCH faster than the original Dragon Lady, does not stand over your desk impatiently, does not scowl when you ask her to find something and does not wear orthopedic shoes. (Though orthopedic shoes have gotten pretty cool these days, so maybe that part wouldn’t be so bad.)
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What is the benefit of fixing this?
Since you’re still reading this document, we can probably agree that we have an information management problem to fix here.  We all know the benefit of fixing our records problem - that list is quite long (easier information retrieval, increased worker productivity, reduced risk and effort on eDiscovery, enabled records use in our leap into mobility).  So why haven’t we charged ahead with this one?  

This is where the conversation gets complicated.  Some people feel this is someone else’s problem to fix.  Others feel a powerful search tool will compensate for the problem without having to invest the time and effort to resolve the underlying cause.  Some say everything should be in one system and others say technology should not be part of the conversation at all.   

Before we get caught up on all those philosophical discussions, maybe we should reframe the question - Can we afford to NOT stop and fix this problem? 

For many years it was thought that we could continue doing business as usual without fixing the underlying records problem.  The level of disorganization had not hit its tipping point and it didn’t hurt nearly as much to keep doing what we were doing.  Today our methods of ‘fixing’ this problem just covers it up and usually complicates things. 

Now that eDiscovery has joined the game, our ‘little problem’ is getting expensive and our inability to find our information is now more painful than the time and effort needed to fix the problem.

There are so many business benefits to resolving the issue, but there are huge cost savings to go with it, especially when responding to public disclosure requests or legally defending your actions.

Can’t we get by with the tools we’re using today?
Well sort of, but not really - and definitely not on the level you need.  We tend to avoid big investments in tools, so we buy little ones that take small bites out of isolated areas - they don’t address the root cause, they just help you get over a hurdle.  

Enterprise Content Management Systems give us the ability to have one copy, do robust searching across systems and network shares, tag and freeze records/documents in place, share and collaborate, integrate with other systems and a whole lot more.  Our widgets let us ease the pain of one thing at a time when an ECM system approach provides a suite of tools that tackles the problems from a central location.  Users get an arsenal of tools that all have the same look and feel, so they learn how to use the tool once and use it for multiple things.

Our investments in many small targeted tools are like buying a bicycle when you really need a car.  The bicycle will get you to work, but you can’t really carry much and it’s a tough trip when your office if 35 miles away.  Yes, it will get you to work but only the most dedicated are really going to enjoy it or use it on a routine basis. The rest of us will muddle through and be frustrated that we have purchased a collection of band-aids that make things ‘better than it was’, but you have to hop from band-aid to band-aid, depending on the hurdle you’re trying to get over.  

‘Better than it was’ should not be a goal for solving a systemic problem, especially when you know what the problem is.  ‘Solving the problem’ should be the goal for solving the problem. 

So it’s time to make a list of our widgets, compare those to the features built into Enterprise Content Management systems, get rid of the gadgets that are duplicated by ECM and use a real stick to whack those moles.  

I know it’s hard to give up your toys, but the first time you spend an hour pulling the responsive records for an audit, instead of your normal 30 hours and you can tag them in place as responsive and generate a report with a redacted set of images, and search for the same set later and find them - you’re going to wonder why it took you so long to switch.  (We’re not kidding about the Ferrari thing.)

Where do we hope to be tomorrow?
You may have noticed that group discussions about solving the Information Governance and information management issues tend to arrive at a common wish list.  

1. One copy and one copy only
1. Easily located and retrieved
1. Trackable / Auditable / Accountable
1. Defensible disposition
1. Classified by security level
1. Securely stored
1. Easily used, stored, searched and dispositioned (destroyed when applicable)
1. Integrated with your business process
1. Information is treated as a valuable business asset
1. Apply metadata up front - When You Save It, Tag It
1. Users can follow a process to store, not be a records manager
 
Good news!  This list is not unrealistic.  We can achieve these things with the right approaches, processes and tools.  Up till now, we’ve used a variety of widgets and shiny tools that promised a lot, but only addressed one or two items on the list.  Enterprise Content Management tools meet the goals on the wish list and can be implemented in a manner that blends with and supports your business processes, not as a side process you have to manage separately.

How long will it take to get there?
Honestly?  The longer you wait to begin, the longer it will take to get there, but once you start you are realistically looking at about 3 years for smaller organizations and 5 years or more if you are a large organization.  This timeline assumes a ‘phased in’ approach, since diving into the deep end never goes as well as hoped.  








The ECM Implementation Roadmap
This is the part that gets kind of sticky, doesn’t it?  Where ideals and meetings are great, but they don’t really lay out the steps you take to get to the end of the tunnel, do they?  Well this is where we try to lay out those steps on a high level, so you can use it to guide you through the activities.  

What are the steps in that process?
There is an ISO standard that shows how to implement an Enterprise Content Management system and records management program an enterprise level.  This standard, ISO 15489, uses a series of assessments to collect information, a process for evaluating our information and a series of small projects to fix each part of our problems and roll the system/program out to users.  The diagram below illustrates this process.

We’ll look at these steps at a high level to give you an idea of what activities would occur at each one.





The Secrets to Success

Do all the steps (yes, ALL the steps)
Don’t cut corners, just do the steps in the process.  Yes, some of them will take a lot of effort, but it will pay off.  If you skip steps, you won’t get the results you’re looking for and that can quickly lead to project failure and frustration for everyone.   

Don’t try to do your whole organization at once!  
Really, it’s not a good idea.  I know you are excited about this and want to tackle the mess and just get it over with, but you really can’t do this in one big whack.  This is a new approach for you and it is important that you start small.  You really need to get a feel for the process, skin your knees, work the bugs out and gain confidence and experience along the way.  

The first department will go slowly, be bumpy and confusing and probably not very pretty.  Don’t worry, keep going, the second department will go easier.  Use the lessons you learned and apply them to the next department and soon you will be efficient and effective and very productive.  

Put together a team that can work its way through all the departments together.  
This can also make or break you.   You’re not going to be very effective if you have to completely start over with a new team every time you move to another department.  It takes a lot of effort to learn how to do this and the first project is just about the amount of time it takes to get confident and effective.  Loosing that momentum will work against you in the long run.  Leverage the people that already have the scars and bruises and experience to help the next business group succeed.

You’ll find that the more departments your core team works through, the better and more effective they will become.  

Remember that this will require an investment in change management.  Evolving to Information Governance and Enterprise Content Management will mean big changes for everyone and you know how much people love change. That alone is going to slow you down and you need experienced people to remember where you had trouble the last time through.



The Steps in the Process

Setting your Policies – A Work in Progress
In this case, setting your policies up front is not the first step.  You’re going to do that later, after you have more information to go on.  The first steps in the process are all about information gathering, which will give you a clear picture of your specific organizations processes and needs.  After that point you’ll be able to step back and target those areas that need policies and guidelines. (yes, in some cases there will be a lot of targets)

Do an ECM Maturity Self Evaluation (this one is not on the diagram)
Goal:  Get an idea of where your strengths and weaknesses are
What to Do: Use the ECM Maturity Self-Evaluation tool kit to identify where you are on the Maturity Model and what work needs to be done to get to your desired level.
Why:  This will help you determine where you are, where you really want to be and how much work you have in front of you.

Step A: Initial Investigation & Project Charter  
[image: ]

Goal: To collect information to create an executive summary of the business you do, what needs to be fixed, why you need to fix, the risks of not fixing it, how you plan to fix it and the charter showing that you intend to fix it.  
What to Do: 
1. Identify your core business activities and your legal and business environment – so you can write the summary
2. Identification of records-related and eDiscovery challenges – also so you can write the summary
3. Define the scope
4. Create your charter


Build Your Team
Goal: Start identifying the resources you have and what knowledge gaps you need to fill
What to Do: You will need people with a wide range of backgrounds for your core team.  You won’t need them all the time, but it’s good to identify as many as possible up front.  These areas include Project Manager, Enterprise Content Management/Electronic Records Management Specialist/Master, Records Officer, Legal & Public Disclosure, Business Analysis, IT, Communications and Change Management, Training, Social Media.    

[image: ]Department or business specific resources will also join the team on a temporary basis as you work through their individual departments.  This part of the team will constantly change, but your core team should remain the same as much as possible.




Step B: Analysis of Business Activities 

[image: ]

Goal: To identify and document your organization’s business functions.
What to Do: This is not an individual department level business analysis.  This is a high level analysis so you can get a feel for what your processes are.  Build a matrix that shows your business units, what they do, how many people work there, what types of records or information they generate, estimate how much of their work is in paper or electronic (a rough percentage works great), and where they are keeping their information.
[image: ]Why:  This will provide a lot of clarity.  You’ll find you do a lot more than you realized and it also helps you identify good Pilot candidates.




Step C: Identification of Requirements for Records/Information

[image: ]

Goal: To identify and document the records related laws and rules that your organization is obligated to comply with.
What to Do: Collect and review your current retention schedule, the federal, state and local laws, as well as the business practices or industry standards that apply to your records.  Cross reference your information and make sure you are complying with the correct standards.  Plan to make adjustments where you are out of compliance.
Why: So you know where you are up-to-date and where you are not.  Don’t be surprised to see new rules that have been missed, current rules that are not being followed or old rules that are no longer applicable (but are still being followed).  Do not be surprised if your retention schedules do not match your legal requirements.  

[image: ]The goal is to see how much clean-up work you have to plan for.  The actual sub-project will be done later in the process.
Step D: Assessment of Existing Systems 
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Goal: To identify existing systems that interact with or support the creation of business records, what their individual roles are and the state they are currently in.   
What to Do: Make a list of the systems that have, use, store, modify or generate records.  List the system name, what it does, the version you are on, the most current version available, the number of users, what the use level is and what the support needs are
[image: ]Why: This helps you determine what needs to be addressed first and how to resource it.  You can use this information to plan to upgrade, migrate or decommission some systems.


Step E: Creating a Project Roadmap - Identify Strategies to Satisfy Records Requirements 
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Goal: Identify strategies to transform your business systems into recordkeeping systems so you can:
A. Meet the recordkeeping requirements of Step C and 
B. Redesign the systems assessed in Step D so that they are fully able to meet your recordkeeping needs.  
What to Do: Pull your research information together and choose a mix of strategies to help you achieve your goals.  (Use the information collected in Steps A, B, C and D, as well as your maturity model.)  Areas to focus on and strategy examples:
1. Develop a Policy Strategy for your new Information Governance framework
a. What structure do we need to meet our recordkeeping requirements? 
b. Which areas need new or updated policies, procedures, standards, auditing and roles?
2. Develop a Design Strategy
a. How do we design or redevelop our systems to automatically meet our recordkeeping requirements?
b. Do we have existing systems that meet our needs or do we need to start from scratch?
3. Develop a Technical Standards Strategy
a. Usually applies to the creation and management of electronic records or design of electronic systems, but can also apply to paper
b. Includes technical system and communication protocols, security, documentation, record formats and record/information storage.
c. Facilitates interoperability, maintainability, portability, modularity and reusability
4. Implementation Strategy
a. Which groups are good potential pilots?
b. Do we need to redesign business processes to facilitate automated recordkeeping?
c. How do we ensure agency-wide data management practices are followed?
d. What types of training do we provide?
5. Map out your high level “Future State” 
6. Identify the sub-projects to be done in parallel

Step F: Design your Enterprise Content Management system 
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Goal: To turn the strategies from step E into a blueprint for putting together (or redeveloping) your systems to transform them into recordkeeping systems. 
What to Do:  In addition to your core team, you’re going to need several additional subject matter experts for this part.  Go get your IT guys – network, database, development, configuration, security (yeah, pretty much all departments).  This one is going to take some effort and negotiation, so bring doughnuts or chocolate or whatever helps everyone get through some long discussions.  

Look back over your assembled information and use this and everyone’s knowledge to draft the components needed to support the business processes, meet the records keeping requirements fix the issues identified in the assessments and comply with all the requirements of everyone on the team. 
1. Records keeping system design – meeting our legal obligations
2. Policy Design – what should our policy and procedural documentation say?
3. Technical Design – 
a. What should the system(s) be able to do?
b. What metadata do we want to capture?
c. What types of records/Information should it manage?
d. How should it handle access permissions?
e. Does it need to integrate with other systems?  Which ones? How should it do this?
f. Do we buy or build – or both?
g. How do we test it?
h. Where does it live on the network?
4. Logical System Design – the What and When of a system (it’s functions and processes)
a. Forms and templates (collection and presentation of information)
b. Interfaces, menus and dialog boxes (interact with the system)
c. Databases and information structure
5. Physical System Design – the How and Where of a system
a. Overall system structure
b. System integration
c. Software program structures
d. Hardware configuration
e. Data processing, storage and access protection
6. Technical Testing Plan
a. Does it do what it is required to do? (System functionality)
b. How well do the different components work together? (System integration)
c. Are the menus, forms and templates understandable and usable? (User interfaces)
d. Can I put in the data I’m supposed to the way I am supposed to? (Validation of inputs and outputs)
e. Is it fast? Do I have to go get a cup of coffee while I wait for the screen to come up? (System response and recovery time)
7. Have Regular Design Reviews – sometimes we discover things along the way that changes our planned design.  Make sure we stop and check in on those.
8. Develop a Migration and/or Conversion Strategy
a. Migration: Moving data/records/information from one system to another
b. Conversion: changing data/records/information from one format to another
9. Documentation of System Design – yes, you should write all this stuff down
10. Prototyping
11. Develop a Training Plan


Step G:  Deploying the Systems - Implementation 
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Goal: To get the new system(s) in place and helping improve your process.  
What to Do: Time to get boots on the ground and get our new tools out to users. A couple things to remember here, however:
First: This is best done incrementally by department.  Please start with a small department, it lets you practice your principals and get your processes ironed out.  
Second: Not everyone will be as excited as you are, so don’t be surprised if a few try to throw tomatoes at you for your efforts.  Be ready to duck, keep smiling and make some pasta sauce.  
1. Develop a Timetable for Implementation  
2. Communicate, communicate, communicate – what is happening, how it effects users, when it’s happening, when there’s training, how to give feedback   
3. Roll out new or redesigned system in phases   
4. Train staff to use system  
5. Introduce new or revised processes, documentation and responsibilities 
6. Establish support, feedback and review pathways


Start your sub-projects/parallel projects
Goal: Getting the cleanup work done so project milestones can align and roll out smoothly
What to Do: Examples of mini-projects
1. Develop or Refine the Information Governance policy, clarify responsibilities and develop required processes and documentation
2. Update Retention Schedule – approaches to records retention have changed and your schedules may need streamlining
3. Inventory – locate and track your organization’s records and information assets
4. Data cleanup – deduplication, appropriate records destruction, provide missing metadata
5. Records Migration planning – in cases where identified records are to be moved into the chosen ECM system
6. Procurement – to select ECM vendor or consultant
7. Change management project to prepare staff for new ECM
8. IT upgrade projects to make sure workstations and infrastructure is ready for new ECM program
Why:  Some of these will take a while to do.  Start early on as many of them as possible so they can be completed on a similar timeline as your roll out date.

Step H: Post-implementation review 
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Goal: To measure the effectiveness of the new systems and processes, and to establish a monitoring and correction process
What to Do: Set reviews of the system, some monitoring processes and check in with users frequently.  This is the Continuous Improvement part of the process and will help you iron out the bugs and build a better program that your users can really embrace.  Plan on skinning your knees some more, even though you probably feel that you should know better by now.
1. Monitoring – Use vehicles like Help desk calls, Suggestion Forms and User Groups
2. Post implementation review
a. What you should review (we have a checklist for this)
b. Who will perform it
c. When it will occur
d. What performance indicators should be used
e. What methods should be used
f. The documentation required
3. Taking corrective action

[bookmark: _GoBack]Recap
I know it was a lot to cover, but that is pretty much the cliff notes version of how we got here and the adventure you are about to embark on.  (Hopefully you have not run screaming from the room, but no one will be surprised if you do.)
The bottom line is that we know we have a widespread systemic information management problem that we have to do something about.  Clearly it’s not going to fix itself and things are about to get a whole lot messier once we truly jump into the cloud.  
The good news is that there are established processes and tools we can use to address these issues.  We’ve outlined the steps in the process and given you a peek into the team work that is necessary for success.  No one group or person can do this work alone – this has to be a team effort using people from a variety of disciplines.  You’re going to need the expertise of your team to figure out what you have and how you have to keep it.  
We’ve also covered the benefits of Enterprise Content Management systems.  These are powerful tools that are specifically designed to help you manage your records, support business automation, support eDiscovery requirements and a whole lot more.  Please look into them more deeply and get familiar with the benefits that these tools can bring you.  They will save you a lot of money in the long run and get you out of the ‘a widget for every symptom’ cycle that is common today.
Lastly, we’ve taken a little walk down memory lane (for some of you).  We talked about how our advancements came with a hidden price tag and now we need to figure out how to use the lessons of our past and the tools of today to achieve the efficiency goals of tomorrow.
So now it’s your turn to take our tools and run with them.  We can help inform you, but you have to roll up your sleeves and do the work.  We have every confidence that you have the ability to map out your future and achieve the improvements you are looking for - and we hope the tools we offer you can help you along that path.    

Total Enterprise Data Growth 2005-2015
Structured Data	2005	2006	2007	2008	2009	2010	2011	2012	2013	2014	2015	5	5	5	5	8	10	10	15	15	25	25	Unstructured Data	2005	2006	2007	2008	2009	2010	2011	2012	2013	2014	2015	20	30	50	100	150	210	350	525	875	1200	1650	Effort to Manage Information
IG Goal	Creation	Store	Search	Duplicate	Manage	Audit	PDR	Destroy	0	2	2	1	1	1	1	1	1	1	1	1	1	1	1	1	
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