ELECTIONS DIVISION
Voter Registration Services
1007 S. Washington Street

PO Box 40237
Sam Reed Olympia, WA 98504-0237
Tel 360.586.0400
Fax 360.664.2971

PROVISIONAL CERTIFICATION www.vote.wa.gov
OF AN CENTRAL COUNT OPTICAL SCAN SYSTEM AND
DIRECT RECORDING ELECTRONIC VOTE TALLYING SYSTEM

In July 2004 Hart InterCivic requested the review and examination of an optical scan
electronic vote tallying system and a direct recording electronic system under RCW
29A.12.020, 29A.12.080 and WAC 434-333-107.

Upon examination of the eSlate Voting System, the Secretary of State finds that the
system satisfies the requirements of Washington State law.

This version of the system consists of:

e Hardware version 1.16 , NASED 011001-11305, comprised of:
o eSlate 3000, Precinct Voting Machine (DRE)
o Judges Ballot Counter (JBC 1000) device,
o Mobile Ballot Box (MBB); PCMCIA flash memory card

e Software Version 3.4..NASED number pending, comprised of:
o Ballot Now; software version 2.3.0

BOSS; software version 3.5.4

Rally; software version 1.2.0

Tally; software version 3.2.0

SERVO; software version 2.0.10

JBC 1000 device; firmware version 2.3.8

eSlate 3000 device; firmware version 2.3.8
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On this date, the Office of the Secretary of State hereby certifies the "The eSlate
Voting System, Release 3.4", submitted by Hart Intercivic, Inc., as an central count
optical scan vote tallying system and polling place based direct recording electronic
system, and provisionally approves it for use by County Governments of the State of
Washington in the 2004 Fall Primary and General Election when used in compliance
with the procedures contained in this certification, the accompanying Report and
Findings, and Washington State law.

Certified on this August 18, 2004
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REPORT OF THE SECRETARY OF STATE
ON THE EXAMINATION AND EVALUATION OF AN
CENTRAL COUNT OPTICAL SCAN SYSTEM AND
DIRECT RECORDING ELECTRONIC VOTE TALLYING SYSTEM

The Secretary of State has been informed by Yakima County and Hart
InterCivic, Inc. of Lafayette, Colorado that their voting system must be
modified prior to use in the upcoming partisan primary in order to use their
voting systems to meet the requirements of the partisan primary passed in the
2004 Legislative session. In July 2004 Hart InterCivic requested the review
and examination of an optical scan electronic vote tallying system and a direct
recording electronic system under RCW 29A.12.020, 29A.12.080 and WAC
434-333-107. The System’s Hardware components include: the Mobile Ballot
Box (MBB), Judges Booth Controller and the eSlate electronic voting device
(firmware upgraded to v2.3.8). The Software that provides the administrative
function of the system is defined in five modules; the Ballot Origination
Software System (upgraded to BOSS v3.5.4), Tally (v3.2.0), Rally (v1.2.0),
SERVO (v2.0.10), Ballot Now (upgraded to v2.3.0).

Hardware Description

The eSlate (firmware v2.3.8) is a poll-site based device using a direct
recording electronic voting interface. The eSlate device uses a rotary wheel
interface that allows the voter to select their ballot choice and an “enter”
button to record their selection. In addition, the eSlate offers a variety of
interfaces that allow physically-challenged voters to vote independently
including: audio feedback, touch pads, and an interface for “sip and puff”
devices.

The Mobile Ballot Box (MBB) is a reusable, portable FLASH memory device
used for storing and transporting election information to and from the polling
places and Ballot Now computer workstations. The election information
includes the election definition for the entire election and the accumulated set
of cast ballot images.

The Judges Booth Controller (JBC, firmware v2.3.8) is a poll-site based
device that is directly connected to between one and maximum of twelve
eSlate devices. The JBC provides administrative functions, including;
activating the correct ballot for each voter and accumulating the cast ballot
images. Redundancy is provided by storing the cast ballot records in three
locations; on the MBB (primary copy), JBC (backup), and the eSlate (original).

The JBC can be initialized as an ‘in person absentee’ system with access to
all the precincts and ballot styles for an election when any MBB is installed.
Alternatively, the JBC can be initialized for a specific polling place with a
specified subset of precincts and ballot styles at the time the MBB is installed.
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Software Description

The BOSS software (v3.5.4) is menu driven and allows the user to describe all
aspects of an election. In preparation for ballot counting, the user enters
office descriptions, positions, precinct combinations, ballot types, and any
statistical information such as registered voter totals. The BOSS software is
also used to produce and download the election definition including the
precinct specific programming for the entire county onto the MBB.

Ballot Now (v2.3.0) is software that features a means for election officials,
using the election and ballot definition burned on the MBB to either produce
paper ballots “on-demand” at a desktop printer or create files which can be
used to print high volumes of ballots at a print shop. The ballots are voted by
filling boxes next to the candidate of choice. The voted ballots are scanned
using off-the-shelf scanners which produce electronic facsimiles of the original
ballots. Ballot Now in conjunction with the ballot definition on the MBB is then
used to interpret the digitized ballot images and resolve ambiguities such as
over votes, blank ballots, and write-ins.

On Election Day, the cast vote records, also known as cast ballot images,
stored on the MBB are transferred to the computer workstation running the
Tally software. The Tally software (v3.2.0) serves as the central accumulator
for county wide results. Tally will accumulate results via reading and counting
the cast ballot images stored on the MBBs that came from both the Direct
Recording Electronic devices used at polling locations and from the Ballot
Now paper ballot process.

Alternately, the cast vote records stored on the MBB may be transferred to a
computer workstation running the Rally software (v1.2.0). The Tally system
will poll all the Rally devices and collect the cast vote record data from each
Rally Station. This allows the user to gather cast vote record data on election
night from Rally devices distributed geographically throughout the local
jurisdiction.

SERVO (v2.0.10) is a software system that may be used to manage the
system’s voting devices and archive election results by logging in each device
used in an election. It allows the user to verify that all devices have been
returned as well as verify that the cast record data from each device that
stores the data is consistent with the tally of the central accumulation system
(Tally).

RCW Requirements
An electronic vote tallying system must meet the following requirements (as

set forth in RCW 29A.12.100) in order to be approved for use in Washington
State:

(1) It must correctly counts votes on ballots on which the proper number of
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votes have been marked for any office or issue;

(2) It must Ignore votes marked for any office or issue where more than the
allowable number of votes have been marked, but correctly counts the
properly voted portions of the ballot;

(3) It must accumulate a count of the specific number of ballots tallied for each
precinct, total votes by candidate for each office, and total votes for and
against each issue of the ballot in that precinct;

(4) It must produce precinct and cumulative totals in printed form; and
(8) Except for functions or capabilities unique to this state, it must have been
tested, certified, and used in at least one other state or election jurisdiction.

Provisional Certification Requirements

Under provisions of WAC 434-333-107, the vendor must receive federal
certification from the independent testing authorities for a version of their
software that incorporates the modifications covered under this certification as

early as possible in 2005 but no later than July 15", 2005. The vendor must

successfully complete an application for a new certification with the Secretary of
State before this system may be used in federal elections in Washington State

after the 2004 elections.

The county using this system under the provisions of WAC 434-333-107 must
also conduct a post election logic and accuracy test of this system under this

provisional certification.

Public Hearing

On August 9, 2004 a public hearing was held in Yakima County to test the
Hart InterCivic’s eSlate Direct Recording Electronic Voting System and Optical
Scan System. Representing the Office of the Secretary of State was Pam
Floyd, Voter Registration Manager and Paul Miller, Election Information
Manager. The meeting was also attended by The Honorable Corky Mattingly,
Yakima County Auditor, staff members of the Yakima County Auditor’s office,
and representatives from Hart InterCivic. A series of functional and
volume/stress tests were performed using mock elections simulating the
Washington partisan primary and general election. The mock elections were
conducted using a large volume of defined ballots simulating the conditions of
this fall's elections prepared at the direction of the Office of the Secretary of
State.
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FINDINGS OF THE SECRETARY OF STATE

Based upon the staff evaluation of the eSlate Direct Recording Electronic
Voting System (NASED number pending and 011001-11305), the
presentation by the vendor, the evaluation of the system conducted by the
Ciber laboratories in 2004 and the results of the tests performed on this
system, the Secretary of State finds that the system satisfies the requirements
of RCW 29A.12.080 and WAC 434-333-107 when used in the manner
described below.

The user county will not use the system’s provisional voting features and will
continue to provide a paper ballot to voters in situations that call for a special
ballot. Special ballots are part of a ‘fail-safe’ process that allows an individual
to cast a ballot in situations where poll-workers are unable to determine the
individual’s eligibility. The ballot is only counted after election staff is able to
determine that the individual is in fact eligible to vote on the ballot contests.
The eSlate provides a feature of convenience that allows the ballot to be cast
on the eSlate and optionally included in the election results after review by
election staff. The test and materials review could not establish that the
feature functions in a manner consistent with RCW and state practice.

Special Manual Paper Ballot Inspection Procedure:

The user county may employ the Ballot Now system as an extension of their
manual inspection of absentee ballots, provided, the county meets the
requirements of Washington State law by using the following procedures.
‘Manual inspection’ refers to the process of inspecting absentee ballots as
defined in WAC 434-240-225(1) prior to final processing of the ballot (WAC 434-
240-225(2)).

The procedures are:

The Ballot Now system may be used as an extension of the manual inspection
of absentee ballots if the security safeguards applied to the cast ballot images
on the system are consistent with those used to protect the returned physical
absentee paper ballots. Access to the Ballot Now system must be controlled.
The system must reside on a stand-alone computer or LAN solely dedicated
to Ballot Now use. The computer(s) must remain in plain view of the staff
processing absentee ballots at all times during working hours and under lock
and seal after business hours. It is also recommended that the user county
keep a record of the batches processed each day when they shut down the
Ballot Now system and confirm the number of batches and their status on the
Ballot Now system when restarting the system the next work day. It is further
recommended that the Mobile Ballot Box (MBB) be stored separately from the
Ballot Now system after hours.
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The Ballot Now system may be used to “enhance” or interpret the cast ballot
images if the procedures applied to ambiguous markings on the images are
consistent with those applied to absentee paper ballots under WAC 434-261-075
and WAC 434-261-080. The audit log created by the Ballot Now system must
be preserved. Since that audit log contains the credentials for only one user, the
user county must also maintain a log of the date/time and initials of the two or
more members of each enhancing team that worked on the system. If a serial
number is not printed on the ballot then the enhancing team must also pull the
original paper ballot out of the scanned batch and write the batch number and
sequence number on the face of the ballot. The auto-resolve feature should be
set to allow Ballot Now to automatically resolve under-votes without operator
review but both over-votes and blank ballots must be reviewed by the canvassing
board or its delegated representatives prior to confirming or over-riding Ballot
Now’s interpretation of the ballot.

Special In-Person Absentee Voting Procedure:

The design of the eSlate, and the requirements of Washington State law,
necessitate the use of the following procedures on the part of the user county to
use the eSlate as an ‘in-person absentee voting’ system. ‘In-person absentee
voting’ refers to voters who cast a ballot on the eSlate prior to the election date.
Conceptually this is the same as a voter picking up and casting an absentee
paper ballot at the county elections office prior to an election.

The procedures are:

The system may be used as an ‘in-person absentee voting’ system if the
security safeguards applied to the eSlate are consistent with those used to
protect returned absentee ballots. Access to the Judges Booth Controller
(JBC) and eSlate must be controlled. The device must remain in plain view of
the office at all times during working hours and under lock and seal after
business hours. The eSlate voter must sign the same oath an absentee voter
does and the user county must maintain a log of all ‘in-person absentee’
voters with the voters’ signatures. The poll books must be marked with an
indicator that warns the poll worker not to issue a ballot to a voter who has
voted early. It is also recommended that the user county keep a record of the
number of votes cast each evening when they close the Judges Booth
Controller (JBC) and confirm the number of votes on the device when opening
the device the next morning. It is further recommended that the Mobile Ballot
Box (MBB) and/or eSlate be kept separate from the Judges Booth Controller
(JBC) after hours.

Post-Election Logic And Accuracy Test

Due to the provisional nature of this certification, the county using this system will
be required to conduct a logic and accuracy test or audit of their system after
election day but before certification of the election. (ref. WAC 434-333-107).
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