GUIDELINES AND INSTRUCTIONS FOR COMPLETING THE EIS APPROVAL FORM (AR-005)         

LEGAL AUTHORITY

All public records shall be and remain the property of the state of Washington. (RCW 40.14.020)
RCW 40.14.020 (6) states that the State Archivist has the responsibility to adopt rules:

  (a)
Setting standards for the durability and permanence of public records maintained by state and local agencies;

  (b) 
Governing procedures for the creation, maintenance, transmission, cataloging, indexing, storage, or reproduction of photographic, optical, electronic or other images of public documents or records…;
  (c)
Governing the accuracy and durability of, and facilitating access to optical, photographic, electronic or other images used as public records.     
The rules are set forth in WAC Chapter 434-663, Imaging Systems, Standards for Accuracy and Durability.  

WAC 434-663-100 states that electronic imaging systems may legally be used for recording, producing, reproducing, maintaining, and storing public records if:

(1) The systems meet the standards set forth in WAC Chapter 434-663;

(2) The systems are used in accordance with this chapter; and 

(3) The retention and disposition of the original and copies of records maintained on the systems, regardless of media, are scheduled, maintained, and disposed of in accordance with RCW 40.14. 


To ensure compliance with the requirements of the State Auditor, the State and Local Records Committees, and the State Archivist, Form AR-005, Request for Approval of Electronic Imaging Systems Operation and Maintenance, must be completed and filed with the Records Management Division of the Washington State Archives for any state or local agency system that creates or maintains one or more record series in the form of digital images, if the digital images will be the primary record copy.

COMPLETING THE FORM
The following four questions will help you to determine which sections of the form your agency needs to complete.  Please note that incomplete applications will be returned. 
I.  Will the electronic images function as reference copies only, rather than the 
    primary copy?  That is, will the original source documents be preserved 
    and maintained according to approved retention schedules?

        FORMCHECKBOX 
  Yes.  You are not required to complete the form.  However, if at any 

    
   point in the future the agency decides to dispose of the original source 
   documents before the end of their retention period, they will need to 
   obtain EIS approval before doing so.  If it is at all likely that the agency 

   will consider this course of action later, the State Archives strongly 
   advises that the agency seek system approval now.  
        FORMCHECKBOX 
   No, the electronic images will become the primary copy.  Continue to 
   Question II.
Note: WAC 434-663-600 and 434-663-640 state that conversion to an imaging system does not automatically authorize the destruction of the source documents for which images have been created.  Destruction of, or changes to the retention period of, any public records due to conversion to or the use of a new media requires legal approval of the state or local records committee of the state of Washington under chapter 40.14 RCW, chapter 434-635 WAC, and other applicable state laws.  This is a separate process from EIS approval.)  

II.   Are the records designated as archival?         
        FORMCHECKBOX 
   Yes.  Go directly to the form, complete Sections A, B and C only, 

   sign and submit the form with documentation.  Contact the Digital 

   Archives to set up a Memorandum of Understanding (MOU), which will 

   permit direct transfer of the electronic images.  Note: To qualify for 

   transfer to the Digital Archives, the images need to be fully indexed so 

   as to be retrievable outside of the original imaging system.
        FORMCHECKBOX 
   No, the records are not designated as archival.  Continue to Question III.
III.  Will microfilm be created directly from the original source documents (not 

      by scanning)?

        FORMCHECKBOX 
   Yes.  You are not required to complete the form, as long as the 

   microfilm is produced according to Washington State standards.  If the 
   records are archival, the agency shall arrange to send the original silver 
   negative film to the State Archives for permanent storage.                              
        FORMCHECKBOX 
   No, microfilm will not be created directly from the original records.  

    
   Continue to Question IV. 
IV.  Will microfilm be created from the electronic images?

        FORMCHECKBOX 
   Yes.  Go directly to the form, complete Sections A, B and C only, sign 
   and submit the form with documentation.  If the records are archival, 
   the agency shall arrange to send the original silver negative film to the 
   State Archives for permanent storage.           
        FORMCHECKBOX 
   No, microfilm will not be created.  Complete all sections, 

   
   sign and submit the form with documentation.
INSTRUCTIONS
SECTION A. AGENCY INFORMATION.  Fill in all boxes with the information requested. 

SECTION B. SYSTEM AND RECORD SERIES INFORMATION.  
1.
Record series to be imaged/created on system – attach pertinent retention schedule(s)
List all record series that will be imaged/created, and identify and attach the relevant pages of the approved general or agency-specific retention schedule.  

Per WAC 434-663-615, the required retention scheduling of public records to be created, maintained, accessed, distributed or preserved on electronic imaging systems should be done prior to the creation or copying of images of those records.  Retention schedules shall be based on the information content and function of the record series, rather than the storage medium.  
Per WAC 434-663-600, if changes are being sought to an approved retention period due to the conversion to or the use of an electronic format, this process must be pursued separately through the appropriate records committee.
Agencies have the option of attaching their proposed retention schedule changes to their completed EIS application if they check the box provided in this section of the form.  Upon system approval, the proposed changes will be scheduled for consideration by the State or Local Records Committee.      
2.
Designated name of imaging system

This is the unique name that the agency has assigned to the imaging system.  Please spell out any acronyms.  

Examples:  
ORCA (Online Reporting and Claim Access) IDM  

   
     (Integration Document Management) System 

UCC (Uniform Commercial Code) Imaging System

3.
Implementation date of imaging system (actual or estimated)

If the system is already in use, indicate the original implementation date.
4.
Components of imaging system – hardware and software used, including software employed for indexing and retrieval
List all components of the system.  Include manufacturers, model numbers and version (if applicable). 
Excerpts from an approved application:


Server: Dell Computer, Power Edge 6450


Scanning workstation: Dell Computer, GX110


Software – Domino Server: Lotus/IBM, Version 5.0.10


Software – Domino.doc: Lotus/IBM, Version 3.1


Software – Lotus Notes: Lotus/IBM, Version 5.0.x (multiple client versions 

installed throughout district)


Software – DocImport: Cobra Technologies, Version 3.1


Software – Scanning Utility 5000: Canon Electronics, Version 1.010

5. File format and storage medium for stored images and indexes
Examples:
TIFF (images), XML (indexes), stored on DVD-R in optical jukebox


PDF, stored on RAID (Level 4)  

SECTION C. SYSTEM DOCUMENTATION.  As stated in WAC 434-663-530, detailed technical documentation is needed to facilitate future system access.  The procedures followed for capturing records in electronic form are critical in determining their retrievability in the future.  Proper documentation is also essential if the electronic records are ever called into use as legal evidence, as the agency must be able to demonstrate not only the authenticity of the records themselves, but the integrity of the system and established operating procedures that produced them.

The bulk of the documentation required here is material that the agency should possess already, such as system manuals, configurations, and desk-level instructions for users.  If the documentation is available in electronic form, it should be submitted on one or more optical discs.  If on paper, copies of the documentation should be compiled, organized and labeled in a three-ring binder.  These materials will be returned to the agency upon approval of the imaging system.

Per WAC 434-663-530, agencies must maintain one current copy of this documentation on-site and one current copy in designated secure storage.  This documentation must be retained and kept current at least until all record images and indexes created using the EIS have either been successfully migrated to a new system or destroyed according to an approved retention schedule.  Specific retention requirements for system documentation are found within GS 14, Information Services, in the State Government General Records Retention Schedule, and within the Electronic Information – System Documentation section of the Local Government General Records Retention Schedule.  
6.
Hardware systems administration manual, specifying hardware, cabling and communications configurations (WAC 434-663-530 (1))

These may be submitted in either electronic or hard-copy format.  

7.
Software documentation – operating systems, applications, design and user manuals, including desk-level instructions (WAC 434-663-530 (2))

The inclusion here of desk-level instructions ensures that the documentation will represent not only how the software operates in general, but also how the system is actually used within the specific agency.

These may be submitted in either electronic or hard-copy format.  
8.
Current security and system change control procedures, including logs of changes (WAC 434-663-530 (4))
Include documentation of current change control procedures.  These procedures ensure that all changes to the system and its security structure are analyzed, authorized and appropriately documented.  Per WAC 434-663-530 (4), the logs of changes must indicate the date, identity of the person making the changes, and the reason for the change.  
Excerpts from an approved application:
IDM System Change Procedure

All IDM system changes are to be carefully detailed and reviewed by the IDM system technical lead.  Scheduling of changes is to cause the least amount of impact to user staff and external customers.  Changes impacting applications and systems outside of the IDM system are to be reviewed by the Information Services Change Control committee.  Changes taking place at the Department of Information Systems (DIS) are to be reviewed by DIS technical staff and scheduled in advance.
The IDM system is made up of separate multi-tier environments for system/application test and release.  The environments are Development, Integration, Pre-Production (Pre-Prod), and Production.  Each area matches as closely as possible to each other in terms of system and application structure.  As system/application changes are staged, they are formulated in Development, tested and approved, then moved to Integration for user testing and acceptance.  The changes are then moved to Pre-Prod.  The Pre-Prod and Production areas reside at DIS.  The Pre-Prod environment matches as closely as possible, on a smaller scale, to the DIS infrastructure of the Production environment.  Once system changes in Pre-Prod are approved by the agency and DIS, the changes are moved to Production.  

9. Detailed narrative description of the imaging process: how the records are prepared, scanned, modified, deleted, indexed and verified (RCW 40.14.020 (6)(b) and (c), WAC 434-663-300, 434-663-305, 434-663-530(3) and 434-663-710)
To ensure the quality of the digital images, the agency must exercise control over the entire imaging process.  The procedures employed to capture, index and verify the digital images are critical in determining their ability to be retrieved in the future.  
Preparation – Describe what steps are taken to prepare the documents for scanning.  
Excerpts from an approved application: 
1) Make copies of any documents that are on carbon paper, documents with ink that will not be picked up by scanner, and the second side of any 2-page forms.  2) Remove staples and paper clips.  3) Tape down any loosely attached paper, and any torn documents or edges.  4) If the document is difficult to read, stamp the original with the “Best Copy Available” stamp.  5) Separate the documents, first by employee, then by document category.  Any forms that are stapled together should be categorized by the barcode located at the top of the form.  Each document category is scanned in separate batches.

Scanning – Per WAC 434-663-305, scanner quality control procedures shall conform to ANSI/AIIM MS44-1988, Recommended Practice for Quality Control of Image Scanners.  
Modification – Describe any enhancement that is performed on the scanned images.   

Deletion – Describe how the images are deleted when necessary during the imaging process.  
Indexing - Per WAC 434-663-710, the selection of indexing methods and terms must ensure efficient and accurate retrieval of images and information.  These methods and terms should be based on an analysis of the retrieval requirements of both current and future users of the records, including agency personnel, researchers and the public.  Be sure to indicate whether images are indexed by batch, per document (on the fly), by capture (OCR), or by another method.  Also provide the indexing terms used.  
Verification – To enable verification, each image should be viewable as it is being scanned.  A visual inspection should be performed for every image at some point during the scanning process.  
Excerpts from an approved application: 
Image verification is performed by agency user staff as converted documents are loaded into the IDM system.  The verification involves data validation and visual checks of each image converted to the new system.   
10. Characteristics of the resulting images and indexes: scanning density, type of header, metadata fields used, and any compression and decompression techniques employed (WAC 434-663-300, 434-663-305, 434-663-325 and 434-663-730)
Scanning density – Per WAC 434-663-305, bitonal images of documents containing type fonts no smaller than six-point shall be scanned at a minimum density of 200 dots per inch (dpi).  Bitonal images of documents containing type fonts smaller than six-point, as well as engineering drawings, maps, and similar documents with fine detail or poor contrast, shall be scanned at a minimum density of 300 dpi.  It is recommended that color documents be scanned at a minimum density of 150 dpi and use TIFF Version 5 specifications.  

Header – Per WAC 434-663-730, records containing archival information and records with a retention period of ten years or longer must use a nonproprietary header format such as TIFF (Tagged Image File Format), or a header that complies with ANSI/AIIM MS 53 – File Format for Storage and Exchange of Images, Bi-Level Image File Format: Part 1.

Metadata fields – Indicate what metadata fields are used to categorize, search and retrieve the records.

Compression and decompression – Per WAC 434-663-325, imaging systems for bitonal images shall use TIFF Group 3 or Group 4 compression techniques without proprietary alterations to the algorithm.  For the storage of imaged records with an approved retention period of six years or less from date of creation, a nonproprietary lossless compression algorithm may be used if a utility program or application software option is maintained to convert images to the TIFF Group 3 or Group 4 standard.  For compression and decompression of color images, a lossless algorithm such as TIFF Version 5 is recommended.  
11. Description of electronic error checking utility, which will check the integrity of the data when written to the storage media (WAC 434-663-750)
WAC 434-663-750 states that an electronic imaging system must include an electronic error checking utility.  While a visual check can be used to verify the accuracy of a scanned image, an error checking utility is needed to confirm that this image was successfully written to the storage media.  Please note that this is not the same as the image verification process described in #9; this is a data verification tool that confirms that the copy exists on the storage media, and also verifies that its byte size and other attributes match those of the original file.  The Verify function that is offered in many CD burning software programs is one example of this utility.  
Excerpts from an approved application:
As documents are scanned, indexed, then transferred to the IDM system for storage, a FileNet software product called MRII is used to pick up these documents and send them for committal to the FileNet Image Services system for storage.  MRII uses a built-in utility called MRII_import to send documents to storage.  If storage of documents is successful a second utility called MRII_val checks for the physical existence of the document in storage.  If it finds the document, the utility performs a byte-for-byte comparison of the source document and the copy.  If there is failure on a document an error is reported and the committal is marked as failed.  
12. (STATE AGENCIES ONLY) Pertinent sections of the agency’s biennial technology plan submitted to the DIS (WAC 434-663-630)
WAC 434-663-630 requires state agencies to include imaging plans in the biennial information technology plan that they submit to the Department of Information Services (DIS), if they intend to use the imaging system to store or convert public records.  Agencies must also comply with other DIS requirements as may apply.
If the agency is local, simply state “LOCAL AGENCY – not applicable.”
STOP HERE if you checked “yes” for Question II or Question IV in the Completing the Form section.  Otherwise, continue with Sections D and E.
SECTION D. SECURITY, RETENTION AND DISPOSITION FUNCTIONALITY.  In order for electronic images to serve as primary record copies, an agency must be able to perform the same essential records management functions with them as are performed with paper records.  Per WAC 434-6763-705, the system used to store and access the imaged records must allow classification by record series, ensure their proper retention and transfer or disposal per approved schedules, and protect the records from unauthorized access to the records.  To ensure the continued authenticity of the records, the system must also keep a record of the circumstances of their creation, alteration and disposition.  
13. Explain how the system allows tracking at the record series level.  (WAC 434-663-705 (1))
Describe the process by which the imaged records can be linked to record series, thus permitting records management functionality.  While some imaging systems do not offer a formal means of classifying records by record series, a limited degree of tracking functionality exists if a record can be tracked by document type and date imaged.  
14. Explain how the agency ensures that the records in each series are retained for their full approved retention period, or longer in the event of litigation or operational necessity.  (WAC 434-663-700)
Describe the process by which the retention period is applied to imaged records in a record series.  How are records flagged for disposition action when they reach the end of their retention period?  (This may be built into the system, or it may be a manual process.)  
In addition, when operational reasons or ongoing or anticipated litigation require it, the agency needs to be able to “freeze” the document disposition process for individual record series.  An agency that is not equipped to perform this function and maintain a record of it risks either unintentional destruction of records in violation of the law or unnecessary retention of many records beyond their approved disposition date.    

15. Explain how the agency carries out disposition for records that have met their required retention period. (WAC 434-663-705 (2))
Describe the process by which disposition is implemented for the imaged records.  For records with archival designation, disposition entails transfer to the Digital Archives.  For series without archival designation, disposition refers to destruction of the records.  Destruction should follow DOD 5015.2 specifications for the destruction of electronic records. 
16. Explain how the system carries out automatic record authentication functions as needed to meet legal, audit and administrative requirements, including maintenance of date and time of record creation or update, identity of user or system creating or updating record, and system-enforced log of disposition actions.  (WAC 434-663-705(3))
These functions ensure that any actions taken with the imaged records, including creation, alteration, transfer or destruction, are automatically recorded by the system.  

17. Explain how the system protects against unauthorized access to records.  (WAC 434-663-705 (4))
Excerpts from an approved application:

Security access to documents on the IDM system will be in place at the application level and through to the data level.  The IDM system’s database application is a web-based application protected on IDM system’s web servers.  The only way in is through an authorized user’s logon ID and password.  Once in the application, the system controls access to the IDM System database and document storage areas by way of internal system logon ID and password.  There is FileNet internal security in the document storage area, where authorized users are placed in security role groups allowing them either read-only access, write-only access, update access or read-write access to documents.  These are protected by logon ID and password under system administrator control.   

18. Explain how the system’s indexing capabilities facilitate access and retrieval. (WAC 434-663-705 (5) and 434-663-710) ]
Examples of these capabilities might include associating series with multiple subject categories, or linking to related records or to supporting documentation.  At least one key identifier is necessary to link multiple documents to one entity.   

SECTION E. MAINTENANCE AND PRESERVATION.  Per WAC 434-663-700, imaged records and indexes must remain fully usable and accessible, with no loss of information, for their full approved retention period.  This entails proper environmental conditions for storage, creation and maintenance of security backup copies, periodic checking and recopying of the data, and periodic migration from one generation of technology to another.   
19. Describe the procedures and schedule in effect for periodic checking and recopying of the images and indexes.  (WAC 434-663-700, 434-663-720 and 434-663-740)
Be sure to identify by title the person(s) responsible for carrying out these procedures.
20. Describe the procedures and schedule in effect for the creation, maintenance and retention of security backup copies.  (WAC 434-663-530(5) and 434-663-740)
Per WAC 434-663-740, security backup copies must be made of imaged records stored on electronic media.  Since backup copies are also subject to media failure, multiple (redundant) backup copies are recommended.  The methods and frequency of backup should be determined by the amount of information that would be lost if data had to be restored using the previous backup.  
In order to ensure long-term accessibility of data, at least one redundant backup copy should be recorded in a nonproprietary format, such as a standard SQL comma-delimited format.  

Security backup media must be inspected for quality using de facto or industry standards on a regular schedule and replaced before predicted failure.  If the primary backup copy is found to deviate from the primary production copy due to suspected data corruption or read errors, the discrepancy must be located and both the production and backup copies must be corrected to contain accurate versions of the original images. 

 Be sure to identify by title the person(s) responsible for carrying out these procedures.
Excerpts from an approved application:
Documents are stored in two main storage areas in the IDM system.  The EMC2 Centera device is the primary area for long-term storage and protection of documents.  Documents will also be stored in the MSAR magnetic storage area for online user access.

There will be daily backups of the EMC2 Centera device to capture documents loaded on the system each day.  The backups will be written to tape and sent to the Iron Mountain offsite storage facility in Burien, Washington. 

Images stored on backup copies will be in the original TIFF – 200 dpi format.  The backup media is standard LTO-Ultrium tapes.  

21. Describe where the images (including backup copies) will be stored, and the environmental conditions for storage.  (WAC 434-663-530 (5), 434-663-740 and 434-663-760) 
At least one backup copy should be stored offsite, at least 30 miles from the primary storage site.  Agencies may make arrangements with agencies in other jurisdictions to store backup on each other’s servers.  
All copies should be stored in closed containers in a dust-free environment, with temperature and humidity conditions that meet the standards and best practices recommended for the particular storage medium used (such as ISO 18923:2000 for polyester-base magnetic tape, and ISO 18925 for optical disc media).  Magnetic tape should be rewound in accordance with de facto or industry standards.
Example: See 21., above.  
22. Describe your plan and schedule for future migration.  (WAC 434-663-500, 434-663-720, 434-663-770 and 434-663-780)
Migration is the process of transferring digital information from one storage format to another, or from one generation of hardware and software to the next. Given the rapid rate of technological change, migrations have to be carefully planned, executed, and audited to ensure against data loss.  

Per WAC 434-663-500, the reliability and accessibility of digital images over time depend on a long-term commitment to an open systems architecture, as well as on approaches to component upgrading, data transfer and migration that guarantee the portability of current records to future technology.   
Per WAC 434-663-720, optical and magnetic media must be migrated at least every ten years or sooner as is necessary to avoid obsolescence, loss of readability, and excessive read error rates.  In addition, per WAC 434-663-770, if access to data in an existing EIS cannot be maintained for the specified retention period of the records stored in that system, the images must be migrated, without loss to the images or indexes, at the time of acquisition or implementation of a new system.
The maintenance and migration of the digital images will require significant expenditure over time.  Per WAC 434-663-780, system planning should include an analysis of future information access, maintenance and data conversion costs.  These costs should be addressed in the agency budget.  
Be sure to identify by title the person(s) responsible for carrying out these procedures, and indicate what factors will determine the timing of data migration
Excerpts from an approved application:

Documents that are imaged today must be accessible, retrievable and readable in the future.  This Data Migration Plan includes the actual data format of the document images and indexes, the removable media, and the equipment used to record and read the media.  

Document images are stored as TIFF images.  Class 4 TIFF is currently the most common and universal image data format, accepted by almost all imaging application software.  If TIFF becomes less popular in the future, and if there is the risk of incompatibility with future imaging applications, administrators will convert the archived data to a more useful image data format. 
...Administrators of the image data will monitor technological trends and include time and budget for conversion for every backup technology upgrade, to convert and recopy the retained image data to new media.  If the backup technology has not been upgraded, image media will be sampled at least every three years to test recoverability of data.  If imaging software is upgraded, image media will be tested, and converted if necessary to the new format.  

23. Describe your disaster preparedness and recovery plan.  (RCW 40.14.040 (1))    

A disaster preparedness and recovery plan is a customized plan, written by those responsible for an agency’s records, approved and published by management, that contains actions that should be taken to reduce the risk of disaster, and to respond and recover from disasters.  As part of this plan, at least one backup copy of the images should be maintained offsite, at least 30 miles from the primary storage site.  For guidance on developing a disaster preparedness and recovery plan, please consult Part II of the Essential Records Manual: Security Backup, Disaster Preparedness Response, and Recovery, which can be downloaded from http://www.secstate.wa.gov/archives/gs.aspx.  
Excerpts from an approved application:

…Both the image folder and the image database are essential to access the records.  Therefore, the goal of the Disaster Preparedness/ Recovery Plan is to maintain the image folder and database in the event of a disaster.

…One of the simplest and fastest methods for disaster recovery is to maintain a redundant server offsite.  The advantage of this method is minimum downtime; the disadvantage is cost.
…This document image system is mission critical for almost all agency employees, so lost productivity is an important consideration.  There are also legal requirements that these documents be accessible.  The redundant offsite server minimizes lost productivity and loss of access to documents.  

DEFINITIONS

For the purposes of the Imaging Systems WAC, the following definitions apply: 

Archival Records – Records that have permanent and/or legal or historical value and are scheduled as archival. Long-term records are records having a retention period in excess of ten years. Permanent records are those records that are required by specific statute to be retained permanently.  (WAC 434-663-240)
De Facto Standard – Widely accepted industry standards without official recognition by a standards group.  (WAC 434-663-260)
Digital Archives – A branch of the Washington State Archives that specializes in the storage and preservation of archival electronic records.  

Document Scanning – A process that converts documents or images to machine-readable form for computer processing and storage.  (WAC 434-663-210)

Electronic Document Imaging System – A computer-based configuration of equipment and software that stores machine-readable document images and their associated character-coded index data for on-demand retrieval.  Electronic images can be computer generated, or created through document scanning.  (WAC 434-663-200)

Enhancement – Any method including adjusting brightness and contrast, or algorithm employed with the objective of producing an accurate and legible copy.  (WAC 434-663-230)

Image – A document, picture, or graphic, produced by scanning paper or film documents, by producing images through a computer program, by receiving an image by means of a fax, or by other means.  (WAC 434-663-220)
Open System – A system that implements sufficient public specification for interfaces, services, and supporting formats to enable applications software to be ported across a wide range of systems, to inter-operate or interchange with other applications on local and remote systems, and to interact with users in a style that facilitates portability.  Public specifications are maintained by open, public consensus process to accommodate new technology over time, an are consistent with international standards.  (WAC 434-663-250)
Public Record – Any paper, correspondence, complete form, bound record book, photograph, file, sound recording, map drawing, machine-readable material, compact discs, or other document, regardless of physical form or characteristics, including copies that have been made by or received by any agency of the state of Washington in connection with the transaction of public business.  (RCW 40.14.010)
Record Series – A group of records created, used, filed, and disposed of as a unit because they relate to a particular subject or function, result from the same activity, or document a specific kind of transaction. (WAC 434-663-270)

Records Retention and Disposition Schedule – A compilation of records of an office by name and description which indicates the length of time each record series must be retained and authorizing its disposition. (WAC 434-610-100)
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