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Executive Summary
This initiative transitions DFI from its current method of records management that creates risk and inefficiencies to a world-class records management system.  This transition will enable DFI staff to easily and securely access agency documents anywhere, anytime and provide confident, timely responses to public disclosure requests.
DFI will keep necessary records as long as required and eliminate the proliferation of expired, duplicative, and unnecessary records.   Numerous business process improvement opportunities will emerge to improve DFI productivity.

Project Purpose:
Select and implement a new ECM system for DFI.  Replace the Oracle system which is approaching end of life.  Give employees convenient, timely, and secure access to documents wherever and whenever needed.    Establish the ECM as DFI’s “system of record” for documents and other unstructured data. Manage this data like any other core asset of government. Define and implement new roles and responsibilities to govern the use and management of DFI documents.  
ECM Expected Outcomes: 
Employees will be able to:
· Quickly find documents using saved searches, multi-field searches, and powerful search tools
· From the office or the field, using workstations or mobile devices
· Quickly and easily store documents in the ECM at the time of creation using MS Office and common software, drag-and-drop actions, and ECM workflows that automate business processes. 
· Grant access to users based on “business need to know”
· Respond to public disclosure requests with less time and effort. Find and gather responsive documents, apply legal holds in-place without creating duplicates, redact content (saving those redactions for re-use), and deliver responsive records electronically. 

The ECM will:
· Help users store documents by filling in most search/index fields and other metadata automatically using pre-determined filing schemes.  Prompts user input for document-specifics where necessary.
· Help DFI destroy or archive documents on time.  Calculate and track complex retention periods.  Notify the records officer at expiration and get appropriate authorization before destruction.
· Eliminate Redundant, Obsolete, and Transitory data (ROT).
· Enable defensible disposition; allow DFI to prove a document met its retention requirements and was properly destroyed or archived according to policy. 
· Help users edit and share a single document instance.  Avoid duplicates. Easily work with versions. 
· Secure documents by limiting access to authorized individuals.  Encrypt records in transit and at rest. 
· Preserve document integrity by comparing retrieved documents with what was last stored
· Support defensible business actions through unchangeable audit logs     
· Help users identify confidential documents and obtain approval prior to disclosure
· Integrate with Box.com, DFI’s online “system of engagement” tool, in order to:
· Simplify internal and external collaboration between employees and third party organizations
· Seamlessly support mobile and offline access to content for employees regardless of location; and 
· Eliminate fragmented content and document management tools.  Reduce complexity of infrastructure.
Business Outcomes for DFI
Enable the mission:
· Increases productivity. 10% – 35% of staff time is wasted searching for or recreating documents
· Improves collaboration and teamwork in the office and the field through easy document access 
· ECM workflows can automate and streamline business processes 
· Cradle-to-grave document management tools become a routine part of all business transactions, not an add-on to current workload. 
· Replaces the current Oracle system that is reaching end of life and provides the added functionality of full electronic document management.   
Impact on Cost:
· Eliminate the ROT; 30 – 50% of today’s data.  Frees up valuable storage and processing resources.  
· Prevents or reduces new ROT, significantly reducing annual growth in storage
· Records exceeding retention are destroyed, reducing time and effort for public disclosure requests 
· Eliminates the following systems, with related software licensing and maintenance costs, and IS staff support responsibilities (Searchlight, Oracle, add others to the list)  
Impact on Risk:
· Significantly reduces the risk of penalties from incomplete responses to public disclosure requests
· Numerous records dispositioned on time are no longer included in public disclosure responses.
· Allows for defensible disposition.
· Improves document security and reduces risk of loss by:
· Limiting access to authorized individuals with a business need to know
· Encrypting sensitive documents in transit and at rest, reducing the risk of data breach
· Systematically preserves document integrity
· Reduces the risk of accidental or unauthorized document destruction or loss.
Impact on Reputation
· Improves the accuracy and timeliness of responses to public records requests.
· Builds credibility with stakeholders through defensible business actions.
· Systematic classification allows DFI to publish public information proactively 
· Promotes transparent government

Breakthrough Principles for DFI Employees to Consistently Follow
1. Store documents in the ECM when first created, assigning unique meta data tags as needed
2. Store and retrieve documents only in approved locations, including the ECM and Box
3. Maintain a single instance of a document.  Don’t create duplicates.  Let the ECM manage versions.
Support for DFI’s 2015-17 Strategic Plan
Implementing an ECM satisfies the following objectives in the DFI 2015-17 Strategic Plan:
4.1.2, 4.1.4, 4.1.7, 4.1.8, 4.1.9 [Note:  Text can be included if necessary]
Scope
Include in scope:
1) Data
a) Electronic documents, worksheets, images, video, messages, and all other “unstructured” data 
2) Data cleanup and conversion to new ECM
3) Storage Systems
a) Oracle, X Drive and file shares, 
b) Integration with Box as an interactive “system of engagement”
4) Application Systems 
a) Oracle, Imaging systems, STAR and other application systems
5) Roles for data ownership and management in divisions and business units
6) Policy updates 
7) Public disclosure business processes
8) Records management and retention
9) Security – establish document access controls; protect document contents 
10) Scan-and-toss for imaged documents
11) Mobile access to documents 
12) Computing Infrastructure 
Excluded from scope
1. Email (held for a later phase)
2. Paper documents (can be tracked in the system, but held for a later phase)
3. Structured data (usually found STAR, SQL Server, other in data bases)
4. DFI Website content
5. Significant business process improvement. Pursue these opportunities following migration.  
Approach, Including Rollout Plan
1. Preparation:
a. Strategize with leadership on outcomes, approach, statement of executive support
b. Develop and agree on the project definition agency wide
c. Complete Dashboard and Repeatable Process.  Test drive and refine each step.
d. Prepare and conduct project communications; seek buy-in across the agency
i. Division and business unit visits, presentations, conversations
ii. Hold ECM “Boot Camps” for divisions as appropriate 
e. Assign roles to people in each division and business unit
f. Sequence business units for the repeatable process based on readiness and resources
2. Begin Project Execution and Repeatable process on first business units
a. Begin Repeatable Process work with CS Examinations (pilot group) 
i. Introduction to the ECM pilot project
ii. Introduction to the Project Dashboard
iii. Begin repeatable process steps
iv. Begin Data Cleanup and other work considered ‘low hanging fruit’
v. Configure and implement pilot system, test and revise accordingly
vi. Validate business goals and desired improvements against pilot experience
vii. Collect Lessons Learned
b. Select ECM system and cleanup tool from master contract when available 
i. Identify agency selection team (roles, members, and selection criteria)
ii. Evaluate and recommend an ECM for DFI
iii. Obtain approval and proceed with acquisition
c. Begin ECM infrastructure planning 
i. Servers, storage
ii. Security, mobility
iii. Disaster Recovery/Resiliency design, acquisition, implementation 
d. Begin Repeatable Process for each business unit according to agreed schedule
TimeLine:
[See Draft Timeline Graphics in separate handouts.  Schedule depends on Master Contract execution] 
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Decisions Needed:
1. Select an ECM from the Master Agreement
2. Select a data cleanup tool from the Master Agreement
3. Select a Disaster Recovery/Resiliency solution, with associated costs and performance expectations.
4. Decide whether to augment the ECM core team (Phil Brady- 50%, Cynthia Jones – 75%) to speed migration over the project schedule.  The Core Team leads and performs work in every step for every business unit.
Risk and Opportunity Analysis
DFI organized this initiative to realize key opportunities in electronic records management and mitigate transition risks.  Please see Appendix 1 for the Risk and Opportunity Analysis.
Deliverables:
1. Project Definition
2. Repeatable migration process for each business unit to use.  Includes deliverables for each step in the process
3. Project Dashboard 
4. Policy Updates
5. Communications Materials

Budget
[To be developed based on Master Agreement prices]
Related Projects
1. Update agency policies to support new records management roles, responsibilities and practices
2. Integrate the ECM with Box, our official system of engagement
3. DFI initiatives on collaboration, mobility, and file sharing 

Project Organization and Governance
[image: ]
· The Project Directors and ECM Core Team will develop the project methodology and facilitate business unit migrations
· Each business unit is responsible to complete its migration with ECM Core Team assistance
· [bookmark: _GoBack]The ECM Advisory Committee is a multi-divisional, multi-disciplinary team that serves as a sounding board for strategy development, navigating issues, communications, identifying opportunities, and decision making  
· Decision Making:  
· Policy changes will be reviewed and approved in the normal manner
· Multi-business unit or agency wide decisions – recommendations developed by the ECM Core team or Advisory Committee will be adopted by the Program Managers and approved by Division Directors.
· Decisions affecting a single business unit will be made by the business unit with input and approval from the ECM Core Team to ensure consistency with agency wide plans. 
· Decision making criteria:  user experience, records management designs and best practices, security, Mission enablement, risk, cost

Team Members:
Project Sponsors: Charles Clark, Gloria Papiez
Records Lead:  Phil Brady
Technology Sponsor:  Dave Kirk
Fiscal Lead: Levi Clemmens 
ECM Lead:  Cynthia Jones
Advisory Team Members:  Members to be selected 

Communications Plan:
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	Project Definition Overview
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	30,000 ft View of the Process
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	Short Project Overview –20 minutes 
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Issues Log
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	Owner
	Issue
	Resolution

	
	
	
	

	
	
	
	



LEAN Process Improvement Measures
	Potential Metric
	Who Is Affected?
	Baseline metric & date
	Interim / proposed metric & date
	Cycle end metric & date

	
	
	
	
	



Appendix 1 – Risk and Opportunity Assessment
	Risk
	Mitigating Measure

	Migration

	Migrating the entire agency at once would be complex to manage 
	Treat each business unit migration as a mini-project.  Stagger start dates based on readiness and resources.  Use a dashboard to organize tasks, track progress, and communicate with staff.  

	Business units won’t understand how the project fits together, or bog down in the process

	Create a repeatable process comprised of specific steps each business unit can follow, to complete their mini-project.  Include the steps of the repeatable process in the dashboard.

	Business Unit staff may not know how to do their part  
	Create tools and instructions for each step and include the dashboard.  
For each step, establish roles and responsibilities for the ECM Core Team and a business unit subject matter expert.  Other users will usually monitor progress and provide feedback.  

	Data cleanup could bog down if there is too much data
	Break data cleanup into chunks:  Oracle, X:Drive, other sources.  Use a data cleanup tool to find ROT and automate cleanup for the X:Drive.  Use the dashboard to graphically show real-time progress. 

	Staff may bog down in assigning search fields and meta data tags to files prior to ECM ingestion.
	Use proven methods, spreadsheets, and the cleanup tool to augment assigning search fields and other meta data to files. 

	Employees may think that the effort to organize records and implement an ECM exceed the benefits 
	The agency is bringing together strong executive sponsorship and buy-in across the department to eliminate ROT and organize documents so we can  easily find and manage them. 

	The agency may have insufficient expertise
	DFI employees have the unusual expertise to implement and operate an ECM and effectively manage electronic documents.  Other agencies can retain contractors from state contracts to shore up this capability.  Effectively managing electronic documents must become a core competency of state government.   

	Using the New ECM

	Staff may not follow good records management practices even though we now have the tools to do so.  
	After initial migration work, the system performs most of the records management work for us.  The key is to store documents in the ECM when first created.  We affectionately call this “bagging and tagging” the document.

	Users may not store files in the ECM when first created, perpetuating the lost and mis-filed document problem.

Staff are used to the old way we handled documents where we marginalized records management practices.  They may not understand the new way.  


	If it is reasonably easy to store and find documents in the ECM, people will use the system.

If users store documents in the ECM when first created, then from then on documents will be easy to find and the system will manage the rest of the document life cycle.   Employees and the agency reap all the benefits.

Supporting and enforcing this discipline is a key role of executive sponsors.    

Storing records in the ECM is simplified through integration with Office and other software, drag-and-drop functionality, and through workflows that automate business processes and create, store, and route documents in the process.  The ECM becomes a normal and easy to use part of the business process, not an add-on creating extra work.  

When storing a document in the ECM the first time, the system does most of the work of assigning search fields, retention periods, and other meta data so people don’t have to spend time “managing records”.  This requires the one time organizing process of establishing search fields for document types, etc.   

	System and Technology

	The ECM system will become mission critical and could become unavailable, disrupting operations. 
	Design and implement resiliency during the project.

	System setup and 
	DOD certified for all records management requirements

	Vendor lock-in
	The DoD Standard requires a customer exit strategy.

	Project experience
	DFI’s ECM project lead has substantial private sector experience implementing ECM systems and converting data.  DFI will engage the ECM vendor for system setup.
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ECM Sponsors   Gloria Papiez, Charles Clark  

Subject Matter  Experts  

Project Directors   RPC: Phil Brady   CIO:  Dave Kirk  

DFI Director   Scott Jarvis  

Division Directors   Program Managers  

ECM Core Team   R PC : Phil Brady   ECM Manager:  Cynthia Jones  

Project  Manager:   Mike Stout  

Divisional Records  Coordinators  

ECM Advisory Committee  
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